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Abstract: The mobile ad hoc network is the type of network in which mabile nodes can join or leave the network when they
want. Due to self-configuring nature of the network malicious nodes enter which are responsible to trigger various types of

active and passive attacks.

Wireless technology has brought a very advance change in the field of internet. It has given rise to many new applications.
In recent years, a lot of work has been done in the field of Mobile Ad hoc Networks (MANET) that makes it so popular in the
area of research work. MANET is an infrastructure-less, dynamic network. It consists of collection of wireless mobile nodes,
and the communication between these nodes has carried out without any centralized authority. Mobile Ad hoc Network is an
ad hoc network that can be formed to allow nodes to communicate without any infrastructure. The setup of MANET makes
it very popular as compared to the traditional wireless network. In traditional wireless network, mid-point is required for
overall process of the network, whereas MANET is self-organized and infrastructure-free network, which is considered as a
good approach for some specific applications such as battlefield survivability, communication in the natural or manmade

disaster areas, emergency or rescue operations.

In this paper the discussion has been carried on the characteristics, challenges, applications, security goals and different

types of security attacks of MANET.
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l. INTRODUCTION

Mobile Ad Hoc Networks (MANETS) has become one of the most prevalent areas of research in the recent years because
of the challenges it pose to the related protocols. MANET is the new emerging technology which enables users to communicate
without any physical infrastructure regardless of their geographical location, that’s why it is sometimes referred to as an
infrastructure lessl network. The proliferation of cheaper, small and more powerful devices make MANET a fastest growing
network. An ad-hoc network is self-organizing and adaptive. Device in mobile ad hoc network should be able to detect the
presence of other devices and perform necessary set up to facilitate communication and sharing of data and service. Ad hoc
networking allows the devices to maintain connections to the network as well as easily adding and removing devices to and from
the network.! Ad hoc networks allow the device to maintain its connection and facilitate to remove or add devices from the
network. The topology of ADHOC networks is also not stable it changes rapidly and randomly over time. There is no central
authorization or centralized infrastructure to maintain the connections. Due to the absence of centralized authorization and vary

topology the message routing is a big problem but the nodes themselves execute the message delivery. In the static networks, the
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packet is the route from source to destination, which is based on the shortest path and given the cost of function to extend this
method in MANET, is difficult. In military operation and disaster recovery scenarios, Mobile Ad-hoc Network (MANET) has
emerged as a key enabler in facilitating effective operation. The important traits that resulted in the widening popularity of
MANET are quick to deploy ability and reconfigurability on the fly. In a disaster scenario, where probably the pre-existing
communication infrastructures might have been destroyed, MANET can come into play in providing Internet connectivity. As
nodes in a MANET move around, a routing algorithm for packet exchange between a pair of nodes plays significantly an
important role in throughput and end-to-end delay performance. Several factors can affect the behaviour of routing protocols,

including nodes mobility."

1. MoBILE AD HOC NETWORK

«e»

I11. APPLICATION OF MANET

With the increase of portable devices as well as progress in wireless communication, ad-hoc networking is gaining
importance with the increasing number of widespread applications. Ad-hoc networking can be applied anywhere where there is
little or no communication infrastructure or the existing infrastructure is expensive or inconvenient to use. Ad hoc networking
allows the devices to maintain connections to the network as well as easily adding and removing devices to and from the
network. The set of applications for MANET is diverse, ranging from large-scale, mobile, highly dynamic networks, to small,
static networks that are constrained by power sources. Besides the legacy applications that move from traditional infra structured
environment into the ad hoc context, a great deal of new services can and will be generated for the new environment. Typical

iiliv

applications include

Military Battlefield: Military equipment now routinely contains some sort of computer equipment. Ad- hoc networking
would allow the military to take advantage of commonplace network technology to maintain an information network between

the soldiers, vehicles, and military information headquarters. The basic techniques of ad hoc network came from this field.

Commercial Sector: Ad hoc can be used in emergency/rescue operations for disaster relief efforts, e.g. in fire, flood, or
earthquake. Emergency rescue operations must take place where non-existing or damaged communications infrastructure and
rapid deployment of a communication network is needed. Information is relayed from one rescue team member to another over a

small hand held. Other commercial scenarios include e.g. ship-to-ship ad hoc mobile communication, law enforcement, etc.

Local Level: Ad hoc networks can autonomously link an instant and temporary multimedia network using notebook
computers or palmtop computers to spread and share information among participants at e.g. conference or classroom. Another

appropriate local level application might be in home networks where devices can communicate directly to exchange information.
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Similarly in other civilian environments like taxicab, sports stadium, boat and small aircraft, mobile ad hoc communications will

have many applications.

Personal Area Network (PAN): Short-range MANET can simplify the intercommunication between various mobile
devices (such as a PDA, a laptop, and a cellular phone). Tedious wired cables are replaced with wireless connections. Such an ad
hoc network can also extend the access to the Internet or other networks by mechanisms e.g. Wireless LAN (WLAN), GPRS,

and UMTS. The PAN is potentially a promising application field of MANET in the future pervasive computing context.

MANET-VoVoN: A MANET enabled version of JXTA peer-to-peer, modular, open platform is used to support user
location and audio streaming over the JXTA virtual overlay network. Using MANET-JXTA, a client can search asynchronously
for a user and a call setup until a path is available to reach the user. The application uses a private signaling protocol based on
the exchange of XML messages over MANET-JXTA communication channels.” Following are the major application areas of
MANET

* Emergency Services
* Disaster Management
* Tactical Networks
¢ Education
* Entertainment
* Home & Enterprise Networking
* Convergence Extension
* Military
* Sensor Networks
* Context aware services
IV. MERITS OF MANET

1. Router Free

Connection to the internet without any wireless router is the main advantage of using a mobile ad hoc network. Because of
this, running an ad hoc network can be more affordable than traditional network.

2. Fault Tolerance
MANET supports connection failures, because routing and transmission protocols are designed to manage these situations.
3. Cost

MANET could be more economical in some cases as they eliminate fixed infrastructure costs and reduce power
consumptions at mobile nodes.

V. DEMERITS OF MANET
1. Bandwidth Constraints

The bandwidth of the wireless links is always much lower than in wired counterparts. Indeed, several Gbps are available

for wired LAN, while, nowadays, the commercial applications for wireless LANs work typically around 2 Mbps.
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2. Energy constraints

The power of the batteries is limited in all the devices, which does not allow infinitive operation time for the nodes.
Therefore, energy should not be wasted and that is why some energy conserving algorithms has been implemented.

3. High Latency

In an energy conserving design nodes are sleeping or idle when they do not have to transmit any data. When the data
exchange between two nodes goes through nodes that are sleeping, the delay may be higher if the routing algorithm decides that
these nodes have to wake up."

V1. SECURITY CHALLENGES IN MANET

MANETSs comprise of the most exciting networks. MANETS are exposed to a variety of active as well as passive attacks
since it makes use of air and hostile environments as a medium. Active attacks are conducted by opponents that are fully
equipped with high-tech tools. They can modify data transmitted through the network as well as corrupting the functionality of
the system by making alterations in link-related updates, topology and routing. Examples of active attacks include Blackhole
attack, impersonation, DoS, Byzantine attack, Distributed DoS, wormhole attack, etc. On the other hand, passive attacks are
performed by opponents that have insufficient abilities. Passive attacks are exemplified by traffic analysis, eavesdropping, etc.

Some open issues and fundamental limitations of MANET security aspects have been discussed in this section.
A. Distributed Management

No centralized management can be established in MANETS owing to its ad hoc installation and peer-to-peer characteristic
of nodes. Due to the absence of this centralized control and distributed nature of the network, maintenance of new node
generations, loss of control in topology changes, authenticating new nodes and secure data distribution as well as keying
information are affected. Furthermore, it also makes attack detection complex since no central point monitors the traffic in such a
large-scale and very dynamic ad hoc network.""

B. Limited Resource

There is a shortage of bandwidth, power resources, and computational constraints in ad hoc networks due to temporal and
ad hoc deployment in harsh environments with limited resources. Ad hoc networks have become a playground for both
developers and attackers owing to the restricted resources, and its solution space has also been significantly affected."™

C. Cooperativeness

MANETSs have transformed from client-server networks to cooperative networks owing to the absence of a central manager
and peer-to-peer architecture. This collaborative nature seeks trust among the network nodes during routing or any data
exchange. A change in this cooperative nature results in compromised or selfish nodes establishing necessitates forced

cooperation among MANET nodes and customized MANET security solutions™, *.
D. Dynamic Topology

Energy depletion in nodes, node mobility, physical hurdles, and node revocation due to actions against selfish and
malicious nodes and node compromises, due to the dynamic nature of MANET necessitates adaptive security solutions.

E. Wireless Medium

The free access provided to the wireless medium in MANETSs makes it vulnerable to various attacks like active interference
and eavesdropping. Malicious nodes can make use of this wireless medium for injecting spoofed packets or modifying other
mobile node transmissions.
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F. Infrastructure-less
No specific infrastructure is available in MANETS to address security services like certificates, key distribution, etc.
G. Threats from Compromised Nodes within the Network

The risks from the nodes compromised within the network can be more threatening when attackers possess the valid
decryption as well as encryption keys and utilise them to perform malicious actions. Also, such attackers attempt to conduct new

attacks not known to the secure system™.
H. Absence of Secure Boundaries

MANETSs fail to provide safe boundaries from the outside surroundings for securing against undesirable access to the

network, thereby making it vulnerable to passive attacks.
VI1l. CHARACTERISTICS OF MANET

Mobile Ad hoc Network is a collection of autonomous and mobile elements such as laptops, smart phones, wearable computers,
tablet, PC, PDA etc. The mobile nodes can dynamically self-organize in arbitrary temporary network topology. Some main

characteristics of MANET are discussed below
1 Infrastructure less

MANET is an infrastructure less network. It does not require any specialized hardware to make connection between nodes.

All nodes communicate with each other through the wireless link.*"
2 Multi hop routing

When a node tries to send information to other nodes which is out of its communication range, the packet should be

forwarded via one or more intermediate nodes.
3 Autonomous terminal

In MANET, each mobile node is an independent node, which could function either as a host or as a router.
4 Dynamic topology

Nodes are free to move arbitrarily in any direction with different speeds; thus, the network topology gets changed randomly
at any time. The nodes in the MANET dynamically establish routing among them as they travel around and them establishing
their own network.

5 Light-weight terminals

In maximum cases, the nodes used in MANET are mobile with less CPU capability, low power storage and small memory

size. "

6 Bandwidth-constrained and variable capacity links

Wireless links have significantly lower capacity then their hardwired counterparts. Due to multiple access, noise, and
interference conditions, the capacity of a wireless link degrades over time and the effective throughput may be less than the
radio’s maximum transmission capacity."

VIII. ATTACKS IN MANET
These attacks can be classified into two types:

1. External Attack: External attacks are carried out by nodes that do not belong to the network. It causes congestion

sends false routing information or causes unavailability of services.
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2. Internal Attack: Internal attacks are from compromised nodes that are part of the network. In an internal attack the
malicious node from the network gains unauthorized access and impersonates as a genuine node. It can analyze traffic

between other nodes and may participate in other network activities.

3. Denial of Service attack: This attack aims to attack the availability of a node or the entire network. If the attack is
successful the services will not be available. The attacker generally uses radio signal jamming and the battery

exhaustion method.

4. Impersonation: If the authentication mechanism is not properly implemented a malicious node can act as a genuine
node and monitor the network traffic. It can also send fake routing packets, and gain access to some confidential

information.

5. Eavesdropping: This is a passive attack. The node simply observes the confidential information. This information can
be later used by the malicious node. The secret information like location, public key, private key, password etc. can be

fetched by eavesdropper.

6. Routing Attacks: The malicious node make routing services a target because it’s an important service in MANETSs.
There are two flavors to this routing attack. One is attack on routing protocol and another is attack on packet forwarding
or delivery mechanism. The first is aimed at blocking the propagation of routing information to a node. The latter is

aimed at disturbing the packet delivery against a predefined path.

7. Black hole Attack:: In this attack, an attacker advertises a zero metric for all destinations causing all nodes around it to
route packets towards it.*” A malicious node sends fake routing information, claiming that it has an optimum route and
causes other good nodes to route data packets through the malicious one. A malicious node drops all packets that it

receives instead of normally forwarding those packets. An attacker listen the requests in a flooding based protocol.

8. Wormhole Attack: In a wormhole attack, an attacker receives packets at one point in the network, —tunnelsl them to
another point in the network, and then replays them into the network from that point. Routing can be disrupted when

routing control message are tunnelled. This tunnel between two colluding attacks is known as a wormhole.

9. Replay Attack: An attacker that performs a replay attack are retransmitted the valid data repeatedly to inject the
network routing traffic that has been captured previously. This attack usually targets the freshness of routes, but can

also be used to undermine poorly designed security solutions.

10. Jamming: In jamming, attacker initially keep monitoring wireless medium in order to determine frequency at which
destination node is receiving signal from sender. It then transmit signal on that frequency so that error free receptor is
hindered.

11. Man- in- the- middle attack: An attacker sites between the sender and receiver and sniffs any information being sent
between two nodes. In some cases, attacker may impersonate the sender to communicate with receiver or impersonate
the receiver to reply to the sender. 10 Gray-hole attack: This attack is also known as routing misbhehaviour attack
which leads to dropping of messages. Gray hole attack has two phases. In the first phase the node advertise itself as

having a valid route to destination while in second phase, nodes drops intercepted packets with a certain probability.
IX. CONCLUSION

In this paper, we give a brief introduction about MANET in which we come to know that where MANET can be used in

our environment which provides safety from disasters. Also we study about the attacks which can affect our network.
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