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Abstract: This paper presents a hybrid framework for the implementation of cybersecurity measures in the process control
network for manufacturing plants across industries. While the objective of the framework is the preservation of data
confidentiality, integrity, and operational availability of critical infrastructure systems, it seeks to adopt the defense-in-depth
strategy approach as an efficient and secure cybersecurity tool. As studies have shown that the threat posed by cybersecurity
in key infrastructure systems has the potential to shutdown these installations with catastrophic consequences. Lives could
be lost, and equipment destroyed. Accordingly, the paper explores the islanding of the process control network to limit any
unauthorized access and also, examines a battery of network security measures and the activities to be applied to the process
control infrastructure hosted in the corporate and process control networks. Effectively securing the devices in the process

network ensures continued productivity. As such, only tested and certified security measures must be deployed in unison.
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|. INTRODUCTION

The fourth industrial revolution (FIR) brought about system connectedness in industries, however, it inevitably created
cybersecurity vulnerabilities [1] which threaten automation and control system operational availability, plant integrity,
confidentiality [2], [3] from unauthorized access, and create security risks [4]. History is awash [5] with such cyber-attacks.
Stuxnet, Flame [6], and a host of other worms and Trojans caused extensive damage to the production plants in the recent past.
Subsequently, the Cyber-Physical System (CPS) attacks climaxed with the Stuxnet-virus attack in 2010 which targeted the
physical control systems, and the scale of destruction could have been catastrophic, had it not been detected. A year later in
2011, the Duqu attack [4] focused on data theft, a threat that has the potentially to shut down key utility services like energy,
water, and refineries [7]. According to Saydjari [8], cybersecurity risks have become a reality with an increased "frequency,

severity, and sophistication™ to the production environment

Arguably, the solution to the cyber-attacks lies with the segregation of the plant and corporate networks. The islanding of the

networks makes the process control network “unreachable”, thus providing organizations with relief from cyber-attacks.

Conceptually, the framework is an enhanced security model whose envisaged measures are based on a multi-layered security
system built on the "defense in depth principle" [9]. The defense-in-depth principle is premised on the attacker being able to
successfully get through the layers of defense to access the physical assets, but the security layering built in the systems create

honeypots [7] and delays the extent of the damage. The multi-layering has three core areas namely:
1. The physical security
2. Network security
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3. System integrity

According to Anton [6], an industrial application attack first breaks the perimeter (physical security), then propagates
towards the control system (network security) and finally delivers the deadly blow (system integrity) at the plant. Hence, the
practicability of the defense-in-depth approach ensures multi-layer protection, with each layer protecting the other layers and
ensuring the attacker spends time and effort at each transitional layer. In addition, the multi-layering protection acts as an
information assurance concept in which the security control layers are spread throughout the network and counter checks each

other from being exploited.
Il. LITERATURE REVIEW

Traditionally, the process control network was considered secure [6], however, control systems network connections are
increasingly becoming part of the wide-area networks. The plant control rooms which usually used to sit on the process control
networks are shifting towards remote centers spread across continents. Added to this, the network system has become a physical
link between the control room and the control system, hence securing the network system has evolved into an iterative process.
According to Faravo [10], the design, implementation, and operation of a safety system require a "defense-in-depth and
observability-in depth" approach. The advantage of adopting the Faravo approach lies in its safety principles which can be used
to model the cybersecurity network system framework. Security researchers Denning [11], and Chen [12] examined the

vulnerabilities of the industrial control system security which can be exploited and deliver precision-guided destruction.

Furthermore, the literature views the process control network as an integrated network comprising of four main segments
[4]; business network, monitoring network, control system, and field system. Each segment adds vulnerability complexities [3]

which need to be factored in when developing a cybersecurity framework.

In addition, the national institute for standards and technology reference model [13], [14] for industrial control networks
provides a baseline for the design of the process control network. Al Ghazo, in his thesis [15] describes the Scada security
problem and proffered a framework to mitigate the problem. However, it falls short in scope and scale to address the ever-
changing complex environment of cyber-attacks. This view is shared by Abie and Skomedal [16] who outlined the "FARM"
conceptual framework as a methodical approach to assimilating security requirements, policies, and risks to efficiently secure

the process control network.

Others like Krutz [7] provide guidelines and standards on how to secure systems and infrastructure within the process

control network.
Consequently, it is clear that any framework for network security needs to assess and evaluate the following:
1. Analyze the vulnerabilities and threats
2. Construct the policies
3. Design the network architecture
4. Integrate the control measures
5. Implement the design
I11. METHODOLOGY

In order to map the security measures required for a manufacturing plant, a 6-hats thinking approach [13] is used to
invigorate the defense-in-depth strategy. The first step is to assess and analyze the performance and criticality of the whole
network including the enterprise layer for vulnerabilities. Figure 1 below is a graphical security assessment designed to secure

and preserve equipment availability, integrity, and confidentiality of the processes in the plant network.
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Figure 1: The nexus of cybersecurity system

After the network separation, the correct right patches are deployed and are designed to fix exploits caused by the
vulnerabilities in the security weaknesses from the operating or application systems. It is imperative to get patches that have
been tested and certified by control system vendors. At the same time, the use of anti-virus software has been the cornerstone of

the defense-in-depth strategy to detect, block, and eliminate harmful programs and malware.

In addition, the hardening of the control systems improves the security situation and minimizes the probability of a cyber-
attack. Some authors have described hardening as a tool used to delay the attack. If it is viewed from the defense in defense
strategy as it provides a warning in addition to the protection. It is further complemented by using designed procedures and
policies to limit unauthorized access to the equipment. Furthermore, islanding of the network serves to ensure that only
authorized entry is permitted. Unwanted service ports, unwanted applications, and software are removed or disabled, making

them unusable to the would-be cyber attacker. The premise is prevention is better than cure.

As with segregated networks, the DMZ or demilitarized zone is designed to enhance security by preventing straight-through
connections from untrusted sources. To complement the DMZ, routers, switches, and firewalls are intelligently configured to
pass well-defined traffic.

IV. RESULTS

The proposed framework for the implementation of cybersecurity measures is given in Figure 2. It has three physical layers,
each designed with security features to complement the other layers. It is a myriad of network activities encompassing

Information Technology (IT) standards and control system best practices. The first step is to secure the process control network
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through VLAN network segregation. The network separation is done at the corporate network through firewalls, access control
lists (ACL) and intrusion prevention system (IPS). A basic network scanning is then performed to test the islanding of the

networks. Furthermore, penetration tests are done to check the integrity of the system.

As the process control network hosts the physical hardware and application software of the plants, delicate and specific
security measures are applied. As studies have shown that the devices in the process control network are increasingly being

targeted, the security measures vary between computer and control system based.
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Figure 2: The conceptual framework for cybersecurity measure implementation

V. CONCLUSIONS, LIMITATIONS AND FUTURE RESEARCH

The framework for cybersecurity measures is presented as a hybrid network security model and offering the typical
measures required for the process control network. Some of the control systems in the process control network are sensitive and

defensive in nature which makes it impossible for researchers to get the data to evaluate.

Further work is required to build a knowledge base for the security requirements for a wide range of control systems. The

effectiveness and resilience of the framework require further testing by industry and network experts.
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