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Abstract: Nowdays modifications in an original image for a fraudulent purpose are very common and one can easily
perform using easy to use image editing software. But it requires a highly skilled person otherwise imperfections present can
be easily detected by image forensic methods. Attacker may try to hide these imperfections by recapturing it to increase its
authenticity. Now if a tampered image is recaptured with high quality from a display device it may bypass these image
forensic techniques. So detection of recaptured images is important in this case and therefore an approach to detect
recaptured images is proposed here which is based on the extraction of features representing aliasing and blurriness. For
extraction of features GLCM (Gray Level Co-occurrence matrix and K-SVD (Singular Value Decomposition) based
dictionary learning is used. A SVM (Support Vector Machine) is trained using extracted features for classification of
images. The overall performance of the system for classification of images is 97.0 %.
Keywords: image recaptures detection, K-SVD, SVM, dictionary learning, aliasing, blurriness.
I. INTRODUCTION
Digital images distributed over social networks have a broad effect on societies. On-site pictures of plane accidents, sports
events, fatal epidemic, and warfare now can reach millions of people at almost the same time they are published online. On the
bright side, it helps to create mutual contributions and raises global awareness on important issues. The broad use of digital
images has, however, brought new concerns.
Traditionally images were considered to be highly authentic and difficult to modify or reproduce. Making modifications in
an original image is very common due to the approach of digital photography. Now it is possible for everyone to edit digital
images using simple and easy-to-use software on computers or smart phones. Sometimes images are knowingly manipulated in
order to misguide public approach on crucial subjects and in some cases for fraudulent purposes. Due to such tampering, the
authenticity of digital images is difficult to prove.
There are different methods developed in image forensics which has made it possible to validate the authenticity of digital
images. Most techniques are based on footprints, artifacts produced and left on images by specific devices or processes. For
example, distortion patterns are important traces that provide clues about the source of images. Image processing techniques like
rotation, resizing, splicing and median filtering also leaves artifacts which are an indication of image manipulation.
In addition to image forgery detection, the detection of near-duplicate images is emerging as an important forensic problem.
A frequent misuse of image duplication is the theft of Intellectual properties. Usually a near duplication is obtained because a
person who intends to copy images does not have an access to digital files of the images. For example, the person might want to
obtain printed pictures on magazines or the images shown on screens. One way to obtain the duplicates is to recapture images
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using a scanner or a digital camera .A recapture with high loyalty can be obtained if the original image shown on high resolution
LCD monitor or good quality print and recaptured it with superior quality digital camera.
Usually, a tampered image can be detected by current forensic techniques because tampering process damages the
consistency of camera characteristics. Whereas, if a tampered image printed on paper or shown on screen is recaptured using the
camera it may pass the forensic system because recapture process automatically removes tampering anomalies such as resampling artifacts, splicing discontinuities and restores the inherent image regularities which get disturbed by tampering
operations. As the tampered image is really captured by a camera it presents most features of physical devices[14].
Due to above mentioned reasons the paper deals with the issue of detection of recaptured images, different features found in
recapture images that can be used for recapture detection and the method based on dictionary learning using K-SVD approach
and SVM learning.
II. FUTURES FOUND IN RECAPTURED IMAGES
Here analysis of the features that found in recaptured images which cannot be removed after preprocessing is provided.
A. Aliasing
Aliasing refers to misidentification of signal frequency. Every time when a digital image is displayed, a reconstruction is
performed by a printer device or display device and during this process if the image data is not perfectly processed during
sampling or reconstruction, the reconstructed image differs from the original image and aliasing get introduced.
In the image recaptured from a display device like a screen of LCD monitor aliasing get introduced because of the highfrequency periodic patterns of pixel grid structure of monitor. Once aliasing gets introduced in an image it is very difficult to
remove completely by post-processing hence aliasing is used as a feature to detect recaptured images. The aliasing is also called
as colourmoire.
B. Edge Blurriness
The recapture process results in increase in the level of blurriness of image. This degradation can be detected using the edge
blurriness. The edge is one of the most common feature of the image provides useful information for efficiently detecting
whether the image is singly captured or recaptured.
III. LITERATURE SURVEY
Problem of detecting recaptured images is a comparatively new research area in image forensics. The methods that detect
images recaptured using different display devices discussed in this section.
A. Detecting Images Scanned From Printed Materials
A recaptured image can be obtained from a print out which is a special type of planar surface. H. Yu. et.al. in the
paper[1].decomposed the image into diffuse component and specular component and found that specular components on the
recaptured surface contain some high-frequency spatial deviations, relevant to the meso structure of the printing surface. Then
they proposed a cascaded dichromatic model to illustrate this phenomenon.
The authors in paper [2]compared recaptured images with corresponding original images and extracted markov based features
using DCT coefficient array to characterize the changes.
B. Detecting Images Recaptured From Both Printed Material As Well As From LCD Screen
Printed materials are not the only source of recaptured images. Images can also be reacquired by capturing images from LCD
displays. Methods for detecting images recaptured from both printed paper as well as from LCD monitor also found in literature.
In paper [3].authors extracted features from specular components and used SVM classifier for liveliness detection.
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In paper [4] authors have proposed a approach for detection of single view recaptured image using physics based features.

The set of physics based features is composed of the spatial distribution of specularity related to the surface geometry, contextual
background information, the contrast and color information related to quality of reproduction, the image gradient which captures
the non-linearity and blurriness measure.
C. DetectingImages Recaptured From LCD Monitor.
In [5], Cao and Kot proposed several statistical features which captures the typical irregularities introduced during recapture
process, which includes LBP, MSWS, CF. and designed an algorithm for recapture detection based on three features. Fine texture
patterns, loss of image details may because due to relatively low resolution used for recapture and color. The features based on
fine texture patterns introduced during image recapture are identified by computation of(LBP) Local Binary Pattern features at
multiple scales. In order to detect loss of image details, the standard deviation of wavelet the coefficients from multiple sub bands
are used. Third feature used is the probable increase in saturation in colors in the recaptured image. All three features are used for
training of an SVM classifier for recapture detection.
In paper [6].the authors have proposed a method that detects recaptured images by analyzing noise features using a denoising algorithm called wavelet thresholding and through the detection of footprints of double Jpeg compression using the
(Mode Based First Digit Features) MBFDF algorithm. Three different DWT algorithms are used to extract mean, variance,
skewness and kurtosis of the noise. Features extracted using these algorithms are given to trained SVM classifier.
In paper [7] authors have used a combination of low level features that includes noise, texture, color information and
difference histogram. Total 136 dimensions of features are extracted and used to train SVM with RBF kernel.
In paper [8]authors have proposed geometry based model to address the problem of classifying photorealistic computer
graphics images (PRCG) and photographic images(PIM). The model is motivated from the physical generation process of PIM
and PRCG.The model has exposed some physical irregularities between two images classes such as the sharp structures in PRCG
and gamma correlation in PIM.
D. Appication of IRD To Face Spoofing Detection.
Authors in the paper [9] proposed an approach using textural characteristics and analysis of contrast of captured and
recaptured images for detection of photograph based face spoofing. They have used a rotation invariant method which is robust
to illumination changes.
In [10] video-based face spoofing detection is addressed. The investigation of global information which is uniform to video
content is done. Noise signatures caused by the recaptured video is used for differentiation between a valid and fake access. To
obtain the noise feature and compact representation, Fourier spectrum is formed, followed by the calculation of the visual
rhythm and gray level co–occurrence matrices are used.
In the paper [11] a screenshot identification method using combing artifact which is unique characteristic of interlaced
video is proposed. Distinct blocks of the input image are selected for combing artifact. eight features that represent the artifact
are extracted from each block and used for training of support vector machine The trained classifier is used for identification of
the input image as a screenshot or not.
The authors in paper [12] have developed an anti-forensic method for image recapture without aliasing making use of
model of the image acquisition process.
The authors in [14] have used aliasing and blurriness as features for detection of recaptured images as these are most
probable features generally detected in recaptured images. A method is proposed which makes use of edge blurriness as a
feature for identification of a given image as an original image or recaptured from an LCD monitor. They have used line spread
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function (LSF) of edges to define edge blurriness and two over complete dictionaries built using K-SVD approach for sparse
representation of LSFs.
IV. PROPOSED SYSTEM
The proposed system is based on features that represent aliasing and edge blurriness. Edge blurriness is considered because
edge detection filters out unnecessary information while preserving important structural properties which results in reduction in
amount of data to be processed. It consists of two phases SVM training phase and classification or detection phase. During
training phase a training of support vector machine performed using known set of images. During classification phase
classification of query image is done using the trained SVM classifier.
Phase I: Training
Figure 1 shows overview of training phase. For the purpose of training two sets a singly captured image set and recaptured
image set of known images are used. At first features related to aliasing and blurriness are extracted from each image from each
image set used for training and then these features are used to train SVM classifier as a result of SVM training hyper plane is
generated which will optimally separates recaptured images from singly captured one. The training phase consists of following
steps.
A. Edge Detection and Block selection
The first step is to detect all the edges present in the image .For edge detection canny edge detector is used. Block based
computation is used. Canny edge detector is used because though it is computationally more expensive compared to other
operators like Sobel, Prewitt, and Robert’s operator, outperforms under noisy conditions and under almost all scenarios. Block
based computation is used for extraction of line spread profiles locally and to decrease the computation overhead .In block based
computation image is divided into no overlapping square blocks of size 16 16.
After detecting edges blockwise, block selection procedure is used for selection of regions that contain the most noticeable
edge features and are in focus. Only the blocks having more than half of the columns contain only one nonzero value are
selected. The detected blocks are ranked by measuring sharpness and contrast. To measure sharpness average line spread width
and to measure contrast variance is used and blocks which are 10 % narrowest and having 30% largest value of variance are
selected.
B. Line Spread Profile Generation
For the selected blocks we get a matrix which shows gray level values of a block and every column of it represents edge
spread profile of the image. By taking first derivative line spread profile is calculated. Concatenating all the line spread profiles,
line spread profile for the whole image is generated.
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Figure 1: Overview of Training Phase.

C. Frequency Spectrum Calculation
Frequency spectrum of the image having aliasing shows high peaks and identification of these peaks allows identifying the
recaptured image [12]. To generate frequency spectrum, 2D DFT (2 Dimensional Discrete Fourier Transform)of the noise
residual is calculated because 2D DFT shows high frequency peaks that are generated by the periodic pixel grid structure
monitor. The original image is filtered using derivative filter and filtered image is subtracted from original image to form noise
residual. From the frequency spectrum Gray level Co-occurrence matrix (GLCM) is constructed for four directions. A GLCM is
a square matrix that characterizes frequency of occurrence of gray levels between pairs of pixels. It figures out the number of
times a pixel i appears together with another pixel j having certain gay scale values. GLCMs with different directions can be
constructed by changing the displacement vector d. By normalizing GLCM, haralick features which are generally second order
statistic features contrast, correlation, energy, Variance, maximum probability for each image is derived.
D. Dictionary learning
Dictionary learning aims to find a representation that approximates input elements with as few atoms as possible Dictionaries
are used for sparse representation of features and can be used for learning the nature of the distortion patterns of edges found in
singly captured images and recaptured images Two over complete dictionaries singly captured image dictionary and recaptured
image dictionary are learned from extracted line spread profiles.
After line spread profile generation for each image used for training, these profiles are concatenated to generate feature
training feature matrices FSC and FRC. For simplicity call it F.
Dictionary learning is two stage procedure sparse coding and dictionary update. There are different approaches for dictionary
learning. Here K-SVD approach[17] is used. K-because K-SVD is flexible enough to use any Matching pursuit algorithm for
sparse coding .Dictionary update is performed one column at a time.
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The objective of dictionary learning can be defined as: Given the training feature matrix obtain best dictionary which will

provide optimal sparse representation for every line spread profile in the training matrix.
The steps for dictionary learning process are as follows.
Step1. Sparse Coding:
The matrix X is selected such that every column of the matrix yields the best L- Sparse representation of line spread profile
for initial dictionary D generated using randomized algorithm. For sparse coding OMP[18] (Orthogonal Matching Pursuit) is
used.OMP is an iterative greedy algorithm that selects the column which is most correlated with the current residuals at ever y
step. OMP is known for providing near optimal sparse coding.
Step2. Dictionary Update
In K-SVD, dictionary update is performed one column at a time. To update dictionary column the residual error is
computed for every atom under consideration. Singular value decomposition (SVD) approach is used for computation of tom
with minimum residual error. And the column is replaced with the new atom. The process of calculation of residual error and
replacing the column is repeated for all the columns.
The above mentioned procedure is repeated over numerous iterations until the learning error get reduced and dictionary D is
learned to provide optimal sparse representation for every training profile in F.

Figure 2: Overview of Classification Phase

E. Feature Extraction for Classification
After successful learning of two over complete dictionaries different parameters required for training of SVM are extracted
for each image from the training set. Different feature parameters considered are average line spread profile width, approximation
error, contrast, correlation, energy, maximum probability, and variance. Average line spread width is computed by taking average
of all spread widths computed for all line spread profiles. Blurred image has a wider spread function than that of sharp image
therefore line spread profile width of recaptured image is normally greater than that of singly captured image. Approximation
error difference is calculated using two dictionaries learned during dictionary learning. These parameter comparesthe abilities of
two dictionaries for providing sparse representation of line spread profiles extracted from query image. If the values positive the
image is recaptured and if it is negative image is singly captured.
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Other parameters such as contrast, correlation, energy, maximum probability are some of the features from haralick feature

set[9]and are calculated from four GLCMs.
Using these parameters parameter set is composed for each image and labeled as singly captured or recaptured based on the
training image class used. These parameters are provided to SVM for training and hyperplane is created which will optimally
separates two class of images singly captured images and recaptured images. The SVM algorithm finds out the hyperplane using
support vectors and a margin. This trained SVM classifier is then used for classification of singly captured imaged and recaptured
images during testing or classification phase.
Phase II: Classification
The second phase is testing or classification phase. During testing query image is given to the system. From the given query
image features are extracted using the same procedure of feature extraction used during training phase. The extracted features are
then provided to the SVM classifier. SVM classifier will classify the image by comparing the extracted features with the feature
co-ordinate space relative to hyperplane, where they lie. Figure 2 shows overview of classification phase.
V. EXPERIMENTAL RESULTS
Experiments are performed on publically available singly captured and Recaptured image database [14] which is aliasfree
and also on synthetically generated database.
The database [19] consists of 1035 singly captured images and 2520 recaptured images taken from eight different cameras
and are free from visible aliasing.
For training purpose two set of images were formed original image set and recaptured image set. To generate original image
set .
A. Classification Success Rate
For evaluation of performance of the system trained classifier is used for testing images from unknown devices.
Table I summarizes the classification performance of proposed system. The average performance for detection of singly
captured images is 95.6% and for recaptured images are 98.4% .The overall performance of the system is 97.0%.on alias free
database.
TABLE I CLASSIFICATION PERFORMANCE OF PROPOSED SYSTEM ON ALIASFREE DATABASE
No. of images
Classification Results
Performance (%)
Single
Recapture
Singly Captured Images
250
239
11
95.6
Recapture Images
250
04
246
98.4
Overall Accuracy
500
97.0

Table II summarizes the performance of the system on Aliasing database which is synthetically generated.
TABLE II CLASSIFICATION PERFORMANCE OF PROPOSED SYSTEM ON ALIASING DATABASE

No. of images
Singly Captured Images
Recapture Images
Overall Performance

20
50
70

Classification Results
Single
Recapture
18
02
03
47

Performance(%)
90
94
97.0

B. Precision And Recall
The precision and recall is calculated from classification performance. The precision for classification task can be defined
as
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Number of true positives(TP) can be defined as the number of items correctly classified as positive class. If recaptured image
class is considered as positive class then false positive(FP) can be defined as singly captured images classified as recaptured
images.
The recall for classification can be defined as following

In this case false negatives( FN) can be defined as recaptured images classified as singly captured images. Figure 3 shows
precision – recall graph for proposed system.
VI. CONCLUSION AND FUTURE WORK
A robust system for image recapture detection using multiple features is implemented. The system is based on extraction of
features representing aliasing and blurriness. Two over complete dictionaries are built for sparse representation of line spread
profiles. SVM is trained using the extracted features from dictionaries and GLCMs. A hyperplane is obtained which optimally
separates singly captured images and recaptured images. The system is applicable for variety of applications such as face
authentication, object recognition, composite image detection. In future more features can be used for SVM training to improve
performance of the system.
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