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Abstract: The average of customer ratings on a product, which we call a reputation, is one of the key factors in online 

purchasing decisions. There is, however, no guarantee of the trustworthiness of a reputation since it can be manipulated 

rather easily. In this paper, we define false reputation as the problem of a reputation being manipulated by unfair ratings 

and design a general framework that provides trustworthy reputations. For this purpose, we propose Trust-reputation, an 

algorithm that iteratively adjusts a reputation based on the confidence of customer ratings. We also show the effectiveness of 

Trust-reputation through extensive experiments in comparisons to state-of-the-art approaches. 

I. INTRODUCTION 

While using online shopping channels, consumers share their purchasing experiences regarding both goods and services 

with other potential buyers via evaluation. The most common way for consumers to express their level of satisfaction with their 

purchases is through online ratings. The overall buyers’ satisfaction is quantified as the aggregated score of all ratings and is 

available to all potential buyers. In this paper, we call this aggregated score for a product its reputation. The reputation of a 

product plays an important role as a guide for potential buyers and significantly influences consumers’ final purchasing 

decisions. “Is the Product’s Reputation Trustworthy?” Reputation is the score of a product obtained through collective 

intelligence, i.e., the result of collaboration between many individuals. The proposed framework, on the other hand, uses all 

ratings .It evaluates the level of trustworthiness (confidence) of each rating and adjusts the reputation based on the confidence of 

ratings. We have developed an algorithm that iteratively adjusts a reputation based on the confidence of customer ratings. By 

adjusting a reputation based on the confidence scores of all ratings, the proposed algorithm calculates the reputation without the 

risk of omitting ratings by normal users while reducing the influence of unfair ratings by abusers. We call this algorithm, which 

solves the false reputation problem by computing the true reputation, TRUE-REPUTATION. The computation of a trustworthy 

reputation starts by measuring the confidence of a rating. We have surveyed previous social science studies that analyzed the 

characteristics of reliable online  information and adopted three key characteristics that are suitable for determining the 

confidence of a rating [6], [23]. To determine the confidence of a rating, therefore, we have adopted three key factors of 

activity, objectivity, and consistency and defined these factors in the context of online ratings. First, the user who rates more 

items displays a higher level of activity. The above description of activity implies that the activity is defined by the amount of 

interactions between an information producer and the users obtaining his information. There exist, however, no interactions 

between users in an online rating system; instead, there are actions by users on products. Therefore, we measure user activity in 

an online rating system based on the amount of actions by the user on products (i.e., the number of products he rates). The 

objectivity of a rating is calculated based on the deviation of the “rating” from the “reputation” of the product. The difficulty in 
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computing a reputation lies in the fact that the reputation itself is the sum of the ratings adjusted by the confidence, and the 

confidence of an individual rating is computed using the objectivity of the rating, which uses the reputation in its computation. 

In other words, the reputation and the confidence of a rating interact with each other in mutual reinforcement. We propose 

TRUE-REPUTATION, an iterative method, to compute these measures. The contributions of this paper are as follows. First, we 

have defined false reputation and categorized various real-life scenarios in which a false reputation can occur. The 

categorization of the false-reputation scenarios helps us design experimental scenarios similar to real-life situations. Second, we 

have proposed a general framework to address a false reputation by quantifying the level of confidence of a rating. The 

framework includes TRUE-REPUTATION, an algorithm that iteratively adjusts the reputation based on the confidence of 

customer ratings. Third, we have verified the superiority of TRUE-REPUTATION by comparing it with machine-learning 

based algorithms through extensive experiments. Despite their many advantages, e-Businesses lag behind brick and mortar 

businesses in several fundamental respects.  This paper concerns one of these: relationships based on trust and reputation.  

Recent studies on simple reputation systems for e-Businesses such as eBay have pointed to the importance of such rating 

systems for deterring moral hazard and encouraging trusting interactions.  However, despite numerous studies on trust and 

reputation systems, few have taken studies across disciplines to provide an integrated account of these concepts and their 

relationships.  This paper first surveys existing literatures on trust, reputation and a related concept: reciprocity.  Based on 

sociological and biological understandings of these concepts, a computational model is proposed.  This model can be 

implemented in a real system to consistently calculate agents’ trust and reputation scores. 

II. RELATED WORK 

Numerous studies have been conducted to improve the trustworthiness of online shopping malls by detecting abusers who 

have participated in the rating system for the sole purpose of manipulating the information provided to potential buyers (e.g., 

reputations of sellers and recommended items). Especially in the fields of multi agent and recommendation systems, various 

strategies have been proposed to handle abusers who attack the vulnerability of the system. Multi agent systems compute and 

publish the reputation scores of sellers based on a collection of buyer opinions (which can be viewed as ratings). Strategies for 

improving the robustness of multi agent systems can be classified into two categories. The first group of strategies is based on 

the principle of majority rule. Considering the collection of majority opinions (more than half the opinions) as fair, this group of 

strategies excludes the collection of minority opinions, viewed as biased, when calculating the reputation [2], [24], [29]. Despite 

the obvious usefulness of trust and reputation, conceptual gaps exist in current models about them.  Resnick and Zeckhauser 

(2000b) have pointed out the so called Pollyanna effect in their study of the eBay reputation reporting system.  This effect refers 

to the disproportionately positive feedbacks from users and rare negative feedbacks.  They have also pointed out that despite the 

incentives to free ride (for not providing feedbacks), feedbacks by agents are provided in more than half of the transactions. 

III. UNDERSTANDING TRUST AND REPUTATION 

Trust and reputation have become important topics of research in many fields.  This section reviews a few of the important 

studies. Sciento metrics refers to the study of measuring research outputs such as journal impact factors. Reputation as used by 

this community usually refers to number of cross citations that a given author or journal has accumulated over a period of time 

(Garfield, 1955).  As pointed out by Makino, et al., 1998 and others, cross citation is a reasonable but sometimes confounded 

measure of one’s reputation. Economists have studied reputation in game theoretic settings.  Entry deterrence is one of the early 

areas for game theorists’ study of reputation.  Kreps and Wilson (1982) postulate that imperfect information about players’ 

payoffs creates “reputation effects” for multi-stage games.  They claim that an incumbent firm seeks to acquire an early 

reputation for being “tough” in order to decrease the probability for future entries into the industry. Milgrom and Roberts (1982) 

report similar findings by using asymmetric information to explain the reputation phenomenon.  For an incumbent firm, it is 

rational to seek a “predation” strategy for early entrants even if “it is costly when viewed in isolation, because it yields a 

reputation which deters other entrants.” (ibid.). Whether online reputation systems contribute to trade is answered by several 
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research analysis of existing systems.  Resnick and Zeckhauser (2000b) have analyzed the feedback rating system used in eBay 

as a reputation system. “Reputation” is taken to be a function of the cumulative positive and non-positive ratings for a seller or 

buyer.  Trust by one agent of another is inferred by an implicit mechanism.  They have found that the system does encourage 

transactions. Houser and Wooders (2000) have studied auctions in eBay and describe reputation as the propensities to default – 

for a buyer, it is the probability that if the buyer wins, he will deliver the payment as promised before the close of the auction; 

for a seller, it is the probability that once payment is received, he will deliver the item auctioned.  Their economic analysis 

shows that reputation has a statistically significant effect on price.  Unfortunately, they did not model how reputation is built; 

nor how trust is derived from reputation. Both Lucking-Reily, et al. (1999) and Bajari and Hortacsu (2000) have examined coin 

auctions in eBay.  These economic studies have provided empirical confirmation of reputation effects in internet auctions. 

Bajari and Hortacsu (2000) have also reported the “winner’s curse” phenomenon in their analysis. This phenomenon refers to a 

fall in the bidder’s expected profits when the expected number of bidders is increased. Among sociologists, reputation as a 

quantitative concept is often studied as a network parameter associated with a society of agents (Wasserman and Faust, 1994).  

Reputation or prestige is often measured by various centrality measures.  An example is a measure proposed by Katz (1953) 

based on a stochastic coincidence matrix where entries record social linkages among agents.  Because the matrix is stochastic, 

the right eigenvector associated with the eigenvalue of 1 is the stationary distribution associated with the stochastic matrix 

(Strang, 1988).  The values in the eigenvector represent the reputations of the individuals in the society.Unfortunately, these 

values are often global in nature, and lacks context dependence. 

In summary, the trust and reputation studies examined so far have exhibited one or more of the following weaknesses: 

 Differentiation of trust and reputation is either not made or the mechanism for inference between them is not explicit. 

 Trust and reputation are taken to be the same across multiple contexts or are treated as uniform across time. 

Despite the strong sociological foundation for the concepts of trust and reputation, existing computational models for them 

are often not grounded on understood social characteristics of these quantities. 

IV. MODEL RATIONAL 

There are many reciprocity strategies proposed by game-theoreticians; the most famous of which is the tit-for-tat strategy 

which has been extensively studied in the context of the Prisoners’s Dilemma game (Axelrod, 1984; Pollock and Dugatkin, 

1992; Nowak and Sigmund, 2000).  Not everyone in a society learns the same norms in all situations.  Structural variables affect 

individuals’ level of confidence and willingness to reciprocate.  In the case of cooperation, some cooperate only in contexts 

where they expect reciprocation from their interacting parties.  Others will only do so when they are publicly committed to an 

agreement.   

When facing social dilemmasi, trustworthy individuals tend to trust others with a reputation for being trustworthy and shun 

those deemed less so (Cosmides and Tooby, 1992).  In an environment where individuals “regularly” perform reciprocity 

norms, there is an incentive to acquire a reputation for reciprocative actions (Kreps, 1990; Milgrom, et al., 1990; Ostrom, 

1998).  “Regularly” refers to a caveat observed by sociologists that reputation only serves a normative function in improving the 

fitness of those who cooperate while disciplining those who defect if the environment encourages the spreading of reputation 

information (Castelfranchi, et al., 1998).  In the words of evolutionary biologists, having a good reputation increases an agent’s 

fitness in an environment where reciprocity norms are expected (Nowak and Sigmund, 1998).  Therefore, developing the quality 

for being trustworthy is an asset since trust affects how willing individuals are to participate in reci procative interactions 

(Dasgupta, 2000; Tadelis, 1999). 

The following section will transform these statements into mathematical expressions.  The intuition behind the model given 

here is inspired by Ostrom’s 1998 Presidential Speech to the American Political Society, which proposed a qualitative 

behavioral model for collective action. 
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It should be clear from the argument thus far that reciprocity, trust and reputation are highly related concepts.  The 

following relationships are expected: 

 Increase in agent ai’s reputation in its embedded social network A should also increase the trust from the other agents 

for ai. 

 Increase in an agent aj’s trust of ai should also increase the likelihood that aj will reciprocate positively to ai’s action. 

 Increase in ai’s reciprocating actions to other agents in its embedded social network A should also increase ai’s 

reputation in A. 

Decrease in any of the three variables should lead to the reverse effects.  Graphically, these intuitive statements create the 

following relationships among the three variables of interest: 

 
Figure 1.  Relationship diagram between trusted parties and reciprocity 

 

This paper uses the following definition for reciprocity: 

 Reciprocity: mutual exchange of deeds (such as favor or revenge).This definition is largely motivated by the many 

studies of reciprocity in which repeated games are played between two or more individuals (Raub and Weesie, 1990; 

Boyd and Richersen 1989; Nowak and Sigmund, 1998).  Two types of reciprocity are considered: direct reciprocity 

refers to interchange between two concerned agents; indirect reciprocity refers to interchange between two concerned 

agents interceded by mediating agents in between. Reciprocity can be measured in two ways.  Firstly, reciprocity can 

be viewed as a social norm shared by agents in a society.  The higher this “societal reciprocity,” the more likely one 

expects a randomly selected agent from that society to engage in reciprocating actions.  Secondly, reciprocity can be 

viewed as a dyadic variable between two agents (say ai and aj).  The higher this “dyadic reciprocity,” the more one 

expects ai and aj to reciprocate each other’s actions.  In this latter case, no expectation about other agents should be 

conveyed.  For any single agent ai, the cumulative dyadic reciprocity that ai engages in with other agents in a society 

should have an influence on ai’s reputation as a reciprocating agent in that society. 

 Reputation: Perception that an agent creates through past actions about its intentions and norms ii.Reputation is a 

social quantity calculated based on actions by a given agent ai and observations made by others in an “embedded social 

network” that ai  resides (Granovetter, 1985).  ai’s reputation clearly affects the amount of trust that others have toward 

it.  How is trust defined? The definition for trust by Gambetta (1988) is often quoted in the literature: “… trust (or, 

symmetrically, distrust) is a particular level of the subjective probability with which an agent will perform a particular 

action, both before [it] can monitor such action (or independently of his capacity of ever to be able to monitor it) and in 

a context in which it affects [the agent’s] own action” (ibid.).  This paper elects the term “subjective expectation” 

rather than “subjective probability” to emphasize the point that trust is a summary quantity that an agent has toward 

another based on a number of former encounters between them:   

 Trust: A subjective expectation an agent has about another’s future behavior based on the history of their encounters. 

Trust is a subjective quantity calculated based on the two agents concerned in a dyadic encounter. Dasgupta (2000) 

gave a similar definition for trust: the expectation of one person about the actions of others that affects the first person's 

choice, when an action must be taken before the actions of others are known. 

reputation 

trust reciprocity net benefit 
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V. RELIABLE AND EFFICIENT MECHANISM FOR REPUTATION  

The last section has considered how reputation can be determined when two agents are concerned.  This section extends the 

analysis to arbitrary number of agents.  A schematic diagram of an embedded social network for agents a and b. 

 
Figure 2.  Illustration of a parallel network between two agents a and b. 

 

Figure 2 shows a parallel network of k chains between two agents of interest, where each chain consists of at least one link.  

Agent a would like to estimate agent b’s reputation as defined by the embedded network between them.iii  Clearly, to combine 

the parallel evidence about b, measures of “reliability” are required to weight all the evidences.  For each chain in the parallel 

network, how should the total weight be tallied?  Two possible methods are plausible: additive and multiplicative.  The problem 

with additive weight is that if the chain is “broken” by a highly unreliable link, the effect of that unreliability is local to the 

immediate agents around it.  In a long social chain however, an unreliability chain is certain to cast serious doubt on the 

reliability of any estimate taken from the chain as a whole.  On the other hand, a multiplicative weighting has “long-distance” 

effect in that an unreliable link affects any estimate based on a path crossing that link. 

VI. CONCLUSION 

This paper has surveyed the literatures on trust and reputation models across diverse disciplines.  A number of significant 

shortcomings of these models have been pointed out.  We have attempted to integrate our understanding across the surveyed 

literatures to construct a computational model of trust and reputation. 

 Our model has the following characteristics: 

 makes explicit the difference between trust and reputation 

 defines reputation as a quantity relative to the particular embedded social network of the evaluating agent and 

encounter history 

 defines trust as a dyadic quantity between the trust or and the trustee which can be inferred from reputation data about 

the trustee 

 proposes a probabilistic mechanism for inference among trust, reputation, and level of reciprocity 

The explicit formulation of trust, reputation, and related quantities suggests a straightforward implementation of the model 

in a multi-agent environment (such as an electronic market). 

Two immediate future works follow what is presented in this paper.  Firstly, the propagation mechanism for reputation only 

applies to parallel networks.  Extending the mechanism to arbitrary graphs with reasonable computational complexity would 

generalize the model proposed here.  A forthcoming paper addresses this mechanism.  Secondly, although context is explicitly 

modeled in the parameters studied here, cross-contexts estimation for the parameters in our model is not addressed.  A simple 

scheme is to create vectorized versions of the quantities studied in this paper.  More complex schemes would involve semantic 

inferences across different contexts. 
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