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Abstract: To be able to examine large amounts of data in a timely manner in search of important evidence during crime in-
vestigations is essential to the success of computer forensic examinations. The limitations in time and resources, both
computational and human, have a negative impact in the results obtained. Thus, better use of the resources avail-able are
necessary, beyond the capabilities of the currently used forensic tools. Herein, we describe the use of Arti cial Intelligence in
computer forensics through the development of a multiagent system and case-based reasoning. This sys-tem is composed of
specialized intelligent agents that act based on the experts knowledge of the technical domain. Their goal is to analyze and
correlate the data contained in the evidences of an investigation and based on its expertise, present the most interesting
evidence to the human examiner, thus reducing the amount of data to be person-ally analyzed. The correlation feature helps
to “nd links between evidences that can be easily overlooked by a hu-man expert, specially due to the amount of data
involved. This system has been tested using real data and the results were very positive when compared to those obtained by

the human expert alone performing the same analysis.
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l. INTRODUCTION

The forensic examination of computer systems consists of several steps to preserve, collect and analyze evidences found in
digital storage media, in such a way that they can be presented and used as evidence of unlawful actions in-volving those
resources. As an example, we can cite web server invasions, whose possible outcomes could be the de-facement of visible
contents or the unauthorized access to private data, for instance. At a crime investigation, digital evidence can be of importance

in a number of serious crimes such as child exploitation, forgery of documents, tax frauds and even terrorism.

The constant growth in the capacity of digital storage media and the widespread presence in everybody's daily life
represents also a growth in the demand for those examinations and likewise in the volume of data to examine. In addi-tion to
this problem, the current set of forensic tools are not robust enough when it comes to analyzing a great number of evidences and
correlate the endings. As a consequence, computer forensic experts' work excessively time consuming. The computational
resources required to do such examinations are also a problem, since most of the forensic tools have no distributed processing
capabilities.

Our goal is to present a tool to help experts during specialized forensic examinations in order to obtain significantly better
results when compared to those obtained by the currently used tools considering three aspects: (i) reduction of routine and
repetitive analysis while also reducing the amount of evidence that must be personally reviewed by the expert, (ii) correlation of
evidences, (iii) distribution of processes. With this, human and computational resources can be applied more evidently.
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The rest of the article is divided as follows: Section 2 presents some characteristics related to forensic examinations of
computational systems; Section 2.1 presents related work; the use of arterial intelligence to perform forensic examinations is
presented in Section 3 and the experiments and its results are presented in Section 4. Finally, Section 5 presents some
conclusions and points to future works.

I1. FORENSIC EXAMINATION

Frequently, at real computer forensic examinations, experts can't determine beforehand which evidences will turn out to be
the most relevant to the investigation of a crime. Consider the example of a cybercafé or any other scenario where several
computers appear to share the same IP address. The traces will often lead to the cybercafé and not to any particular machine. The
same difficulty can be faced while collecting evidences of fraud in companies with several machines and users. In these examples
a pre-analysis of the suspect machines would limit the number of machines to collect, reducing the time required to complete the
forensic examinations. The problem is the lack of intelligent tools to help forensic experts with the pre-analysis phase, which
results in the collection of a large number of machines to be examined, some of which will not contribute to the overall result of

the investigation and will just increase the time needed to complete the examinations.

To the need for intelligent tools and to better employ computational resources during forensic examinations is the main focus
of this research. We consider impossible that forensic experts do proper content analysis of machines individually and also cross-
analysis, considering the large amount of data collected and sent to a forensic laboratory for examination, given limited time and

resources.

Considering the simplest case, experts have to analyze a stand-alone machine and are limited to the contents of that machine.
But unfortunately, the simplest case is not the most common one, since computers are frequently connected to networks where
they can exchange data. In addition, the ever increasing storage capacity of removable media complicates matters even further.
These computers and removable media are examined individually because of the lack of tools to help with a concrete cross-
analysis. As a result of the presented problems, a large number of potentially related evidences are lost during the forensic

examinations. This is not only a problem to forensic computing, but also to network incident response.
A. Related Work

A number of different approaches have been proposed to deal with the three aspects presented before: (i) reduction in the
amount of evidences to be examined, (ii) correlation of evidences and (iii) distribution of forensic examinations computational
work.

In the various works of [18, 19, 20] we ~nd the idea of the digital evidence bags (DEB). A DEB is a universal container for
digital evidence from any source that allows the provenance to be recorded and continuity to be maintained throughout the life
of the investigation. The author suggests the use of intelligent techniques to treat a selective information capture scenario, using
a selective image approach with the DEB. There are important aspects of his work which considers the importance of ~les
during the investigation task, like in our proposal: (i) how to capture and combine the expert’s knowledge of both domains
technical and legal, and (ii) how to be certain that all the relevant information and evidences of other related crimes are captured
in the DEB. The answer to this questions is very important in or-der to collect and examine only relevant evidences to the

investigation, thus reducing the amount of time required to complete the examinations.

The work of [16] proposes the addition of a case-relevance indicator to the evidences. By their dentition, case-relevance
would be the \property of any piece of information, which is used to measure its ability to answer the investigative "who, what,
where, when, why and how' questions in a criminal investigation." The levels of relevance denned by their work go from
\Absolutely Irrelevant” to \Probably Case-Relevant". The intelligent agents used in our tool do something similar, although they

can sometimes diverge in the relevance given to a ~le. Such convict is solved by another agent and ultimately reviewed by the
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human expert. By considering the case-relevance of an evidence, the expert can focus, for instance, on a subset of ~ les found on

a hard drive, temporarily ignoring those that are considered irrelevant.

[7] Presents two approaches for analyzing large data sets of forensic data called Forensic Feature Extraction (FFE) and
Cross-Drive Analysis (CDA). We consider CDA to be the most interesting, since it uses statistical techniques for correlating
information within a single disk image and across multiple disk images. A recent work by [4] describes a tool called Forensics
Automated Correlation Engine (FACE), whose objectives are similar to ours. They also present some scenarios where an

increased level of correlation of disparate evidences was achieved.

The work of [15] makes the case for Distributed Digital Forensics and present some scenarios where the forensic work can't
be performed anymore on a single workstation. They also propose a distributed framework and some performance results that
show the advantages of the distributed approach, which would also enable more sophisticated analysis techniques. The tool
presented in [4], unlike ours, does not employ the distribution of processes. In our case, our proposal bennet from the distributed
nature of a multiagent system and we already observed the performance gains, which helped us obtain better computational

resource usage and reduce the time required to perform the examination.

Finally, we also make use of the framework proposed by [1]. They propose a multi-tier, hierarchical framework to guide
digital investigations. To us, the most important aspect of this framework is its objectives-based phases and sub-phases that
are applicable to various layers of abstraction, and to which additional layers of detail can be added as needed. These
objectives-hased phases serve to us as a guide for the dentition of the specialized intelligent agents employed in our tool. We
also observed the case-based nature of the objectives, which means that deferent types of investigation require deferent sets

of examinations. This gives us the opportunity to apply case-based reasoning (CBR) to the planning of our agents' actions.
I11. AN INTELLIGENT TOOLKIT

In the literature we nd many dentitions for a multivalent system (MAS), but they all refer to a computational system
composed by more than one agent [8, 22, 23, 6]. An intelligent software agent (ISA) uses Articial Intelligence (Al) in the
pursuit of goals [11, 17} Thus, an ISA interacts with the environment, perceiving and acting autonomously over it to achieve
denned goals. In an analogous way, a MAS is a system where many agents interact with the environment in a cooperative or

competitive way to achieve individual or group objectives.

In this work, we present the latest results obtained by the use of the MultiAgent Digital Investigation toolKit (MADIK), a
multi agent system to assist the computer forensics expert on its examinations. The system is composed of a set of ISAs that

perform different analysis on the digital evidence related to a case on a distributed manner.

In MADIK, each ISA contains a set of rules and a knowledge base, both based on the experience of the expert on a certain
kind of investigation. Since the examination of digital evidence in crime investigations share similarities, MADIK uses CBR to
determine which agents are better employed in which kind of investigation. This also allows the agents to reason about the
evidences in a way that is more adequate to the speci ¢ case in question. As an exam-ple, we can cite the use of hash sets in a
child exploitation case. The ISA will use “rst the hash sets related to child exploitation, thus giving the examiner a quicker
feedback on the presence of such “les in a piece of evidence. At the moment, the MADIK has six specialized intelligent agents

implemented:

1 HashSetAgent calculates the MD5 hash from a ~le and compares it with its knowledge base, which contains sets of
“les known to be ignorable (e.g. system ~les) or important (e.g. contraband " les like child exploita-tion imagery). We might
cite that some of these hash sets contain more than 10 million hash values, from dif-ferent softwares, as cited in [12]. Also we

might note that the bigger the hash set the longer the comparison takes.
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2 FilePathAgent keeps on it's knowledge base a collec-tion of folders which are commonly used by several ap-plication
which may be of interest to the investigation like P2P (peer-to-peer), VoIP and instant messaging applications.

s FileSignatureAgent examines the ~le headers (the rst 8 bytes of the “le), to determine if they match the "le
extension. If someone changes the ~le exten-sion in order to hide the true purpose of the " le, this will be detected by this agent.
It also keeps a list of commonly used pre” xes and ~le names, such as the ones used by digital cameras.

+  TimelineAgent examines dates of creation, access and modi™ cation to determine events like system and soft-ware

installation, backups, web browser usage and other activities, some which can be relevant to the investi-gation.

s WindowsRegistryAgent examines ~les related to the windows registry and extracts valuable information such as

system installation date, time zone con™ guration, removable media information and others.

s KeywordAgent searches for keywords and uses regular expressions to extract information from ~les such as credit

card numbers, URLSs or e-mail addresses.

The MADIK is not a replacement for commonly used forensic tools like AccessData Forensic ToolKit or Guidance
EnCase. The proposed agents are a reduced set that al-lows for many rules to be conceived and many examinations to be
carried over, as a proof of concept. New agents can be conceived by encapsulating the functionality of existing tools and
scripts such as Foundstone's Galleta or Volatile Systems' Volatility. This works main contributions, in our view, are the
de nition of an automated architecture where specialized agents can analyze and correlate ndings beyond the simple
acquisition and extraction of data provided by the current tools, with the added bene t of seeking the better use of
computational resources through distribution. The case-based approach also provides a way to improve the agent’s results over
time, by learning from previous cases, as suggested in [3].

As another example of the case-based approach, we can also cite hash set comparisons in order to ignore unimportant " les.
If an unexperienced examiner tries to compare every hash set he has available against every single " le, the process will take too
long and the results will not be much better than those obtained by an experienced examiner who chooses the most likely hash

sets so he can have quick but yet effective results.

To coordinate and organize the work of these specialists, we propose a four layer hierarchy, similar to human organizations,

as used for example in the work of [14]. Figure 1 presents this hierarchy.

CASE B
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@

Operational Operational Operational

Figure 1: Agents hierarchy

The communication amongst levels is rigid. One agent communicates only with its immediate superior or with other agents
in the same level. This simpli™ es the chain of control and coordination of the agents work. Agents can collabo-rate by observing
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and

modifying one another's work through the use of a common base named blackboard [13, 10, 21, 5]. This gives the

opportunity for agents to cooperate and reach good results.

The MADIK was implemented using the Java Agent DE-velopment Framework - JADE, which is fully developed with the

Java language [9, 2]. JADE was used since it simpli-es the implementation of multiagent systems, over a dis-tributed platform.

The system also relies on a PostgreSQL database and a rule engine (JBoss Drools) to implement the agents reasoning.

To better understand how the system works we will ex-plain MADIK's operation processes. The strategic manager receives

di®erent cases to perform the forensic analysis. Ac-cording to the organization's priorities, the strategic man-ager de nes the

order of execution and amount of resources (number of computers) for each case. A tactical manager is them assigned to one

speci ¢ case which can contain several evidences, like a number of hard drives. The tactical man-ager de nes the priority of its

evidences and distributes them to the available operational managers, which are limited by the resources available to that case.

The operational man-ager will employ the necessary specialized agents to perform the di®erent tasks it deems important to

examine a piece of evidence.

During the specialists' execution, they will insert their conclusions and remarks in the blackboard. Each entry con-tains the

agent's recommendation, an user-friendly descrip-tion and the time taken to examine the " le, for benchmark-ing purposes. There

are

three distinct levels of recommenda-tion: (i) ignore - the strongest recommendation to ignore a le, indicating its

unimportant according to the agent,

Alert - strongly recommends the selection of a " le, and

Inform - this recommendation is an intermediate value, which contains information to help the human reviewer to
decide whether to select that “le or not. There can be an additional sign (+ or -) representing an ignore or alert bias,

respectively.

Table 1 presents an example of the blackboard results with the decision of some specialized agents - ~le names and at-

tributes were omitted.

Table 1. Example of blackboard results

File Decision Con°®ict
1 FileSignatureAgent - Inform(+) NO
(possible digital camera image)
TimeLineAgent - Inform(+)
(recently created)

2 HashSetAgent - Ignore YES
(zero-size “le)
FilePathAgent - Inform(+)
(Windows spool "le)

3 FileSignatureAgent - Inform(+) YES
(possible Yahoo! Login information)
FilePathAgent - Inform(-)
(cookie "le)

4 HashSetAgent - Alert NO
(suspected child porn)
FileSignatureAgent - Alert
(bad extension: expecting a video le)
FilePathAgent - Inform(+)
("lein user folder)

The different agents can diverge in their decisions, what causes a con®ict in the blackboard that must be solved by the

operational manager. The HashSetAgent for instance may nd a ~le irrelevant to an investigation based on its hash sets, while

the KeywordAgent may ~nd the occurrence of a given keyword in that same ~le. The “rst will give an ignore recommendation

while the last will give an inform with a + bias. The manager's decision depends on the kind of investigation and in the

performance of these agents in the past investigations of the same kind. The better the agent performed in the past, the more
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trusted it is by the manager. This mechanism relies on a review interface used by the human examiner and is presented in Figure
2. When-ever a suggestion from the system is corrected by the user, by changing the Select “eld shown in the ~gure, the man-
ager reduces the con dence on an agent's reasoning on that speci ¢ case. This reduces the agent's weight in a future con-°ict
resolution in a similar scenario. If the user agrees with the agent, the manager con dence in the agent increases for that kind of
investigation.

When the operational level ~nishes its work, the tactical level is able to correlate “ndings from di®erent evidences by
looking at the evidences' blackboards. Such knowledge discovery is not possible with the most commonly used tools. One
simple example is the discovery of e-mail messages that originated in one computer and were received by another. Another one
is indicating that a piece of removable media, such as an USB thumb drive, was inserted on a system or that one " le found in
one of the examined hard drives was remotely accessed from another seized hard drive.

Blackboard Results
D Full Path CrDate | Mod Date | Deleted| Conflict| Select

—_

{Temporary Intemet Files/. /DSCO1437(1]jpeg | 0204104 | 0204104 | No | No

7
2| MWINDOWSIIAVAPackagesiDSCaps.class | 02112003 | 26109087 | No | No | [
3 Iy documentsil FESTIVAL doc 030204 | 1200404 | No | No | [¥]
4| MWINDOWSICookieshrachel@yahoo(2ibd | 0300204 | 030204 | No | Yes | [] |=
5|  MINDOWS/spoolPRINTERSA0008.5HD - - Yes | Yes | [
i MMy documents/systern.cfy 201003 | 151003 | No | No | [¥]
ki fhcoming 010404 | 010404 | Yes | No | [] |»

Figure 2: Review interface

IV. EXPERIMENTS AND RESULTS

In order to evaluate the MADIK we conducted two experi-ments using data from real investigations. In the “rst one we
observed the reduction in the execution times of the Hash-SetAgent examinations with the distribution of its work. We wanted
to determine the impact of distribution and the overhead caused by the agents communication and coordi-nation protocols. We
used from one to four computers with one to eight HashSetAgents in each machine. They divided the task of comparing the

hashes of 500,000 " les against a 26,000 les hash set. The results are presented in Figure 3.

Distributed execution
400,000

350,000 +—fm —

300.000 1— (I ——— (I ——— S -———

250000 — +—4 +——4 —

200,000 T—JEE— N —— -

Time (ms)

150.000 +—{B——{S— 8|

100.000 +—JE—— N ———

50,000 —{NN———(B———F ]

0,000

1.11 122 144 188 221 242 284 2168 441 482 4164

Scenario
(Computers . Agents . Agents/Computer)

Figure 3: Execution times in distributed environ-ments.

The results were positive with approximately 10% of the time lost due to the communication overhead between the agents.
This indicates that the system can sustain more computers and agents before the communication e®ort re-quired to coordinate

the work increase beyond the distribu-tion gains.

The second experiment presented in this paper is based on a retirement pension fraud investigation, involving workers in
the public administration. The objective was to observe the blackboard and evaluate the levels of con®ict between the agents, the
percentage of reduction (" les deemed irrel-evant) and coverage (" les examined by at least one agent). Four specialized agents
were used: the HashSetAgent, File-PathAgent, FileSignatureAgent and TimelineAgent. Four-teen pieces of evidence, seized
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from the same location, were examined (10 hard drives and 4 removable media). The total number of les is 353,466 les for a
total of 75.502 GB, including recovered ~les but excluding free space fragments.

The HashSetAgent found 246,941 duplicate ~les (44,362 distinct hashes), 3,025 zero-sized ~les and another 15,553 ~les
that were ignored using the hash sets. Each of these results come from a di®erent rule used by the agent. Con-sidering some
overlapping in these rules, the “nal reduction suggested by the HashSetAgent was 69.8%. In terms of cov-erage, it analyzed
81.3% of the case ~les where a hash cal-culation was applicable. Due to the nature of the case, only a reduced number of hash

sets was used, which included the most commonly used software.

The FilePathAgent suggested the removal of 5,811 small GIF “les (less than the average image size) located on the
Temporary Internet File folder. It also suggested that 2,314 cookies be ignored. Other suggestions included to ignore 9,871
Java-related ~les and another 6,186 program docu-mentation ~les. The total reduction suggested was of 6.8% of the “les. The
FilePathAgent identi ed the presence of OpenOzce and suggested the inclusion of 100 documents with the ODT format. It also
suggested the inclusion of the 2,095 MS Ozce ~les that were located in user-related folders (e.g. My Documents) and alert to

known systems that could have been used by the suspects in the fraud. The coverage of this agent in this case reached 9.8%.

The FileSignatureAgent suggested ignoring 200 digital pho-tos, and inclusion of 275 cookies and 279 temporary internet
“les which could be related to webmail and banking sites. Some 200 les had an extension that did not match with the "le
header, thus receiving an Alert status. The agent suggested to ignore 67,621 les based on their types (exe-cutable ~les like
DLL, EXE, VXD and Java class " les which represented approximately 19% of the " les). The coverage was of about 26%.

The TimelineAgent detected several points of software in-stallation or system updates. It suggested ignoring the ex-
ecutable “les and documents created on these events. Ap-proximately 63,000 ~les were ignored. It alerted about the
modi cation of 376 ~les on weekends, since such event was not expected for this kind of case and evidence and 39 doc-uments
modi ed in the previous two weeks, which was of interest to the investigation. The agent reached a reduction factor of 17.8%

and 48% of coverage.

Regarding the reduction factor (the number of ~les which the agents suggested we could ignore), the nal percentage
obtained was of 73%. The total coverage of the analysis was of about 85%, meaning that 85% of the " les were examined by at

least one agent.

The con®ict set was smaller than 1% of the ~les. One con-°ict, for instance, occurred between the FilePathAgent and the
FileSignatureAgent. The " rst one suggested to ignore all the cookie ~les, while the second suggested the examination of some

of those cookies. The con®ict set should increase with the addition of new agents and rules.

In terms of correlation, we search the blackboard for exe-cutable “les and user created documents in two or more ev-
idences. The results indicated the presence of seven custom made systems installed on every machine. The presence of 52
documents in the removable media that were also in one of the examined hard drives and another 428 ~les that were on more

than one evidence. As a future work, we wish to improve correlation by adding specialized agents dedicated to this task.

The examination of these evidences by the system took about two hours using one machine with four cores and four
gigabytes of RAM. The MD5 hashes were already calculated and were not added to the total time. The time required by two
human examiners to perform the same examination was of about 24 hours. This time does not take into account the time
required by the forensic tools to recover ~les, gener-ate thumbnails or calculate hashes. We considered only the time needed to

examine the ~le, do keyword searches the examiner deems necessary and select the most interesting ™ les.

Although not evaluated numerically, we noticed that the results obtained by the MAS were similar, but not as com-plete as

the expert's analysis. We observed that a lot of time is spent by the human examiner ignoring ~les and in-specting fragments of

© 2017, IJARCSMS All Rights Reserved ISSN: 2321-7782 (Online) Impact Factor: 6.047  e-ISIN: A4372-3114 27 |Page



Vaishnavi et al., International Journal of Advance Research in Computer Science and Management Studies
Volume 5, Issue 5, May 2017 pg. 21-29

temporary internet  les. The use of the MADIK can already be helpful in this case, although the reduction factor still need to be

improved.

We also wish to increase the coverage of the agents' anal-ysis by introducing new rules in their reasoning process and also
new agents, so we can examine as much ~les in the evi-dence as possible with at least one agent. We observed inter-esting
results in terms of coverage. In some forensic tools, ~les such as messaging applications' logs and OpenOzce documents are
typically hidden in more generic categories that can be easily overlooked. In this experiment, these kinds of ~les were examined

and presented to the user by at least one agent.
V. CONCLUSION

This paper described an application of Al in computer forensics and the latest results obtained with the use of the MADIK,
a MAS to assist the experts during computer foren-sic examinations. The system has been tested using real data with four
specialized agents. Its results show that the application of a MAS in the forensic examination of com-puters is an interesting
approach to improve the usage of computational resources available and reduce the time re-quired to conduct the examination
through the reduction in the volume of evidence to be examined. The intelligent and autonomous agents that compose the
system seek to incor-porate the experts knowledge to perform the analysis of a great volume of data, giving the expert a subset

that is more likely an important evidence to the investigation.

The MADIK is not proposed as a replacement to the cur-rently used, commercial or not, such as AccessData FTK (Forensic
ToolKit) and Guidance EnCase, but as a comple-ment. One of our future works will focus on the integra-tion of MADIK with
one of these tools. Such integration will greatly increase the possibilities of analysis and automation of routine tasks. The
system's architecture makes it easy to included new agents. In the future, we intend to expand our set of agents by also wrapping

the functionality of several ex-isting command-line tools around an intelligent specialized agent.

The distributed platform presented promising results, which indicate that the system can sustain more machines before the
communication and coordination costs interrupt the distribution gains. This distributed nature allows us to conceive new
analysis that were very expensive in terms of computer resources and could not be carried by a sin-gle workstation in a
reasonable time. These can even be executed in the idle time of the computer available in the forensic laboratory. We look
forward to implement agents that perform time-consuming analysis such as face detection and recognition or keyword search in

a distributed manner, as it is currently with password breaking software.

The correlation features, although limited, already show the possibilities of discovering important evidences that are easily
overlooked when data are examined separately with-out a cross-analysis phase. The correlation features must also be extended
to cover a wider range of situations. This will be improved with the addition of new agents. As new experiments are conducted,

we expect to evaluate the CBR features and learning mechanisms.

The combination of the reduction in the volume of evi-dences to be examined by the expert and the reduction in the
execution times obtained with the distributed process-ing of the evidences already show the potential of the tool and the
productivity gains it can o®er to computer foren-sic experts and to investigators that face an ever increasing volume of digital
evidence.
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