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Abstract: A mobile ad-hoc network is the collection of independent self configurable mobile node. Each mobile node is 

capable to transmit, receive, process and store the information. These kinds of nodes are knownôs as self configurable nodes 

because they do not require any network administrator or third party services for network establishment. Subsequently, such 

networks are established for temporary purpose without evolving the third party devices. They obtain wireless 

communication media for communication and network establishment. They use routing protocols for route establishment 

and forwarding packet from one location to another location. The complete solution have wide range of applications and 

very popular among users. 

Due to open nature of communication medium and plain text packet forwarding it is vulnerable for various security threats. 

Enemy may uses weakness of routing protocols or communication media to destroy the network or drop the packets. 

Flooding attack is one of the severe security threats which also known as routing disruption attack. We design an Efficient 

and Economical Filtering Scheme in which restricts the nodes for restricted transmission in certain attack generation 

conditions by which the attacker nodes vulnerability gets reduced. So it's additional probably operating as packet filter 

mechanism by selective forwarding method used for false packets  

Our major objective is to solve the problem of battery power consumption, network partition & limited bandwidth due to 

flooding attack. 

Keywords: Flooding Attack, MANET, AOD, NS-2.35. 

I . INTRODUCTION  

A Mobile Ad Hoc Network (MANET) formed by a set of mobile hosts that perform basic networking functions like packet 

forwarding, routing, and repair detection without the help of a conventional infrastructure. Nodes of an ad hoc network 

supported each other in forwarding a packet to its final node, due to the restricted range of every mobile hostôs wireless 

transmission. The ad hoc network uses no central Superintendence. It ensures that the network won't stop functioning simply 

because one in all the mobile nodes moves off from the vary of the others. Nodes should be able to enter and leave the network 

after they need. Due to the mounted transmitter vary of the nodes, multiple hops square measure typically needed to succeed 

indifferent nodes within the network [2]. 
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Figure 1: Ad hoc network architecture 

 

II . OVERVIEW OF MANET  

A mobile ad-hoc network is a self-organizing groundwork less network of mobile devices linked by a network. Each device 

in MANET is permitted to travel on any route, and will therefore alter its path to other devices frequently. And topology also 

changes instantly in the network. Each node should forward traffic distinct to its own use, means every node in the network is 

also acting as a router. Such networks may operate by themselves or may be joined to the larger Internet. It is the autonomous 

system of mobile hosts. 

A lot of researches in the last some years are estimated and implemented but the most significant contributions were the 

trust based security. In a challenge to improve security in MANET lots of researchers worked in a field, some have suggested 

new techniques and implemented innovative improvements in the protocols and some of them have recommended new 

protocols. 

There are various types of attacks which try to degrade the performance of the network. Flooding attacks occur when a 

network becomes so heavily traffic loaded with unnecessary packets initiating requests for link that it can no longer process 

authentic connection requests. Flooding is reason for traffic and congestion in the network and thus incompleteness of legal 

connection. Once this buffer is full with request packet traffic become uncontrolled no extra connections can be made, and the 

result is a Denial of Service [2]. 

In an ad hoc wireless network wherever wired infrastructures don't seem to be likely, energy and information determine 

conservation are the two key parts presenting analysis challenges. Restricted information determines make a network simply 

overcrowded by management signals of the routing protocol. Routing scheme developed for wired networks uncommonly 

acquire into account limitations of this type. as an alternative, they suppose that the network is in general steady and also the 

overhead for routing messages is slight. Considering these variations between wired and wireless network, it's essential to 

develop a wireless routing protocol that restricts congestion within the network. The mobile unintended networks have many 

salient characteristics, like Dynamic topologies, Bandwidth-constrained, variable capability links, Energy-constrain operation, 

limited physical Security [3]. Owing to these options, mobile unintended networks are notably susceptible to denial of service 

attacks launched through compromised node.  

In the existence of malicious nodes, the main difficulty faced in MANET is to propose the Strong security solution t which 

will keep secure to Manet from numerous routing attacks. entirely different techniques are planned victimization numerous 

scientific discipline techniques to for the routing attacks against Manet. But, these mechanisms aren't resolution the matter of 

Manet resource limitation, i.e. restricted information measure and battery power, since they initiate the serious traffic load to 
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exchange and sustentative keys. These security troubles in Manet area unit investigated. Completely different routing attacks, 

like flooding, Black hole, link spoofing, hole is studied and hindrance resolution for these attacks [4]. 

Attack analysis is a security challenge, which comes out in the environments where there are some known attacks. Some 

systematic approach to analyze attacks is introduced. An attack can be studied by decomposing into some arrangement of basic 

events. Taxonomy of anomalous basic events is defined by analyzing the basic security goals. Attack analysis provides a basis 

for designing detection models. Specification-based and statistical-based approaches can be used. Automation technique can 

detect anomalous basic events. Statistical learning with the statistical features means statistics in the states [5]. 

III . RELATED WORK 

When significant works have been finished in securing the ad hoc network a number of researches outlined the schemes for 

secure routing however secure routing can also not capable to handle the flooding attack ñEffective Filtering Scheme against 

RREQ Flooding Attack in Mobile Ad Hoc Networksò presented by Jian-Hua song1, 2, Fan Hong1, Yu Zhang1 2006[15].In this 

paper author describes about MANETs various restrictions because of its routing protocols. In MANET security is the main 

concern as it is becoming popular. There are various types attacks possible one of them is Denial of Service Attacks (DoS). The 

attack of initiating fake Route Requests (RREQs) packets and DATA packets is called Flooding attack or DOS attack. This type 

of attack can support to hogging of network resources. This kind of attack is tough to detect because malicious nodes mimic 

normal nodes in all conditions. In this article distrusted filtering mechanism is proposed to moderate such situations and reduce 

the loss of throughput. This mechanism could stop the specific kind of DoS attack and does not use any extra network 

bandwidth. In this research work author work on flooding attack on basis of Blacklist limit and Rate limit. 

ñFlooding Attacks Prevention in MANETò Presented by MS Neetu Singh Chouhan, MS Shweta Yadav [16] in this paper 

Authors represents a prevention technique for flooding attack. Mobile ad hoc networks will come into view in environment 

where the nodes of the networks have little or no physical protection. The nodes of MANET are at risk and may be 

compromised. The networks are vulnerable to denial of service (DOS) attacks formed through compromised nodes or intruders. 

This can affect the network as denial of service attack, when used in opposition to on-demand routing protocols for MANET, 

like AODV, DSR. The intruder sends Route Request packets to saturate the communication bandwidth and node resource thus 

valid communication cannot be made for a long time. This paper explains the new strategy developed Flooding Attack 

Prevention (FAP), a defence in opposition to the Ad Hoc Flooding Attack in MANET. When the attacker node broadcast 

packets beyond the limit of the Route Request, the neighbours of the attacker trace the behaviour of the sender and verify its 

trust by a trust function. Once the threshold is exceeded, nodes will not accept any request in the future from that node. 

 ñA Trust Based Security Scheme for RREQ Flooding Attack in MANETò presented by Shishir k. Shandilya, Sunita sahu 

[17] 2010. In this work, authors focus on the flooding attack and try to find out the solution based on trust function. Mobile ad 

hoc is achieving a reputation because low cost mobile devices are easily available. MANET have the ability to provide instant 

wireless networking implementation while implementation of wired network is not possible easily or costly. MANETs are 

defenceless to various Categories of attack because of its characteristics like constant changing topology, resource limitation 

and absence of any centralized structure. Denial of service type of attacks is possible in the MANET in many ways. One of 

these kind attacks is flooding attack in which attacker sends the unnecessary packets to consume the network resources. 

Possibility of flooding attack is mostly in on demand routing protocol. In this work of research author present a technique to 

moderate the effect of the RREQ flooding attack in MANET using a trust estimation function in the DSR on demand routing 

protocol.  

ñExplicit Query based Detection and Prevention Techniques for DDOS in MANETò presented by Neha Singh, Sumit 

chaudhary Kapil kumar verma [18] 2012. 
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In this the author studied and evaluated flooding attacks that is usually recommended by giving some detection parameters. 

Here the variety of parameters can work as one mechanism for detection of DDoS attacks and distributive flooding attacks. 

During this plan its later section additionally suggests a explicit query based detection and prevention technique for DDoS. The 

parameters are: sequence number, battery power, RTT, threshold values, packets forwarded at each node, total time taken by 

any packet, black-list and a notification mechanism (EAN). At the first level of simulation study the approach is proving its 

effectiveness. It is recommended to deal with attack impact and later on offer some enhancements over the detection 

environments. This paper is majorly learning the attack influence by observation its transmissions. Within the network once a 

node is begin forwarding the RREQ packets than 1st its behaviour is analyzed by that choices creating associated with its attack 

confirmation is provided. Projected technique to implement prevention mechanism is by disabling IP broadcast used in AODV 

routing process. Flood attack happens owing to initiating a lot of packets within the network in order that network becomes full 

and no bandwidth is available to send packets and therefore the approach is capable of detective work it. 

IV . FLOODING ATTACK  

Network is categorizes by its nature to serve communication: wired or wireless.  because the variety of mobile devices is 

increasing, the communication characteristics owing to motion is additionally gets difficult with increase in users amount 

Supporting such behaviour will be created doable by numerous short range infrastructures less networks. Mobile ad-hoc 

network is one amongst the networks having zero dependencies of infrastructure and works for brief vary communications.  It is 

always vulnerable to attacks as a result of its variation in working environments and open communication mediums. MANET is 

one of those networks at risk of attackerôs activity and causes explosive drops. . because the surroundings is mobile device 

based mostly that the nodes are frequently coming and leaving the network which provides an area to maliciously behaving 

node to require the participation in communication. So in presence of those malicious nodes the first focuses is towards the 

event of strong security mechanism to deal with attackers. Throughout the previous couple of years many authors had worked to 

boost such things and prompt mechanism to beat these problems. This work focuses towards security of AODV protocol from 

denial of service based mostly flooding and ad-hoc flooding attacks. 

Properties of Battery Capacity Based Flooding Algorithm 

A. Attack State of affairs 

These flooding mechanisms can consume the network through multiple RREQ packets and can be detected by secure 

AODV through a rate limitation (RREQ_RATELIMIT) method. This rate limit will work as limitation on sending the request 

packets to the network per unit time. If a node broadcasted a RREQ then it has to waits for RREP until the response came. If the 

response isn't reached then a node can another time send RREQ packets up to its overall time to live values (TTL). These 

continual makes an attempt of causing RREQ to the network again and again will consume the resources and causes degradation 

within the performance of network termed as exponential drops. Also if the mass RREQ packet is coming back in smaller time, 

the storage table at the node will be filled earlier than its time causes drops in later request which could be from legitimate node. 

Motivation to avoid flooding attack Flooding RREQ packets within the whole network can consume lots of resource of network. 

To reduce congestion in an exceedingly network, the AODV protocol adopts some strategies. A node cannot originate more 

than RREQ_RATELIMIT RREQ messages per second. When broadcasting a RREQ, a node waits for a RREP. If a route isn't 

received at intervals round-trip milliseconds the node could attempt once more to get a route by broadcasting another RREQ, up 

to a most of try times at the utmost TTL value. Within the Flooding attack, the attack node violates the above rules to exhaust 

the network resource. Firstly, the attacker selects many IP addresses that aren't within the networks if he is aware of the scope of 

IP address within n the networks. as a result of no node will answer RREP packets for these RREQ, the reverse route within the 

route table of node are preserved for longer. The offender will choose random IP addresses if he cannot recognize scope of IP 

address. Secondly, the attacker successively originates mass RREQ messages for these void IP addresses. The attacker tries to 

send excessive RREQ while not considering Request rate limit at intervals per second. 
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Why Battery Capacity Based Flooding Algorithm Scheme as a Research Domain. 

When AODV generate a RREQ message to their neighbours if node energy is greater than threshold value then establish 

connection and forwarded request up to end. After this all the nodes send back the RREP message to their sender according to 

energy condition criteria. The numbers of nodes in the network are only take part in communication if they have a sufficient 

energy except the important packet condition. Now in a given packet delivery time if all the nodes are reaches to threshold level 

then in that case (if required) the RREQ and RREP procedure are calling for forwarding important packets in the network 

between two energy levels.  

Now if the packet transfers between maximum number of nodes are uniform and flooding capacity are same RREQ and 

RREP route discovery procedure then Flooding is that the active class based network attack whose aim is to create the network 

crowded by some bogus route request (RREQ) packets.  This difficulty is overcome by proposed algorithm.  

After the study and demonstrate and simulation of suggest approach following points will gets as results.  

1. Resourceful utilization of packet flow which improve life time of any network. 

2. It provides continue data transmissions in the network against communication breaks. 

3. Improve performance of network in terms of throughput and packet delivery. 

4. Decrease delay of data packets between source and destination. 

V. PROBLEM DOMAIN  

The purpose of this study is to deploy flooding attack and develop a technique to detect & prevent flooding attack in the 

wireless network. Application of wireless networks such as military battle field is used to transmit the confidential data via 

wireless medium. Wireless networks are also used in national security applications such as monitoring and tracking the borders, 

nuclear attacks detection etc. Since all the transmission take place through wireless medium where security risks are major so 

the security of sensitive information is important part thus the security of data is important aspects. 

Flooding is that the active class primarily based network attack whose aim is to form the network full by some forged route 

request (RREQ) packets. During this situation once a route initiated route discovery then the source node sends RREQ packet to 

its neighbors and waits for a time for its reply. The node isn't having any info concerning the behavior of its neighbor. The 

neighbors distance is taken as a hop count. so if the node has smallest hop count the packet is forwarded to that. Throughout this 

method of traditional routing the verification of legitimate node condition isn't concerned and therefore some new node can 

destruct the particular working of the network by flooding the bogus RREQ packets to the network. By this packets the 

particular packets route discovery gets affected and that later makes denial of service (DoS) attacks. So in absence of any 

malicious packet removal schemes the network is gets full with these fake packets. Traditional schemes aren't capable of 

distinguishing these packets. Thus in a while many enhancements over the AODV protocol is proposed. This paper studies a 

variety of Schemes proposed for overcoming the flooding attacks condition and measured that there are some problems which 

remains unsolved.  

VI . SOLUTION STATEMENT AND PROPOSED SOLUTION  

The main requirement for the proposed work is to first observe the actual performance of network in terms of energy 

consumption on every node. Subsequently, it also requires observing the energy consumption after attack and deployment of 

detection and prevention technique to analyze the variation into energy consumption. A NS2.35 simulator is used to develop 

and observe the performance of proposed sensor network scenario and prevention technique.  

 ñGenericò Energy model is configured to specify energy consumption at transmission, receiving, idle and sleeping stage. In 

NS2.35 energy model set by modifying aodv.h and aodv.cc files. 
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AODV routing protocol and keep track on battery consumption, introduce overload during attack and calculate natural and 

intentional power consumption. 

Step 1: Deployment of Attacker Node. Here, N is set of mobile node n1, n2. 

N= {n1, n2, n3, n4,éé.} 

Step 2: Deployment of Maximum Battery Capacity according to node. Here e1 represent the maximum energy capacity for 

Node 1 and so on. 

E= {e1, e2, e3, e4é.} 

Step 3: Deployment of Maximum Battery Capacity according to node. Here e1 represent the maximum energy capacity for 

Node 1 and so on. 

 

Step 4: Consider ETmin as the energy threshold which denotes the dead point of node. 

Step 5: Configuration of Energy model specify energy loss for send receive and idle activity. 

EP={Ps, Pr and Pi} represents send packet, receive packets and idle packet condition. 

Step 6: Deployment of Attacker node Nx with extra Energy capacity Emax. 

Step 7: Nx start broadcasting with e.255. 

Step 8: Receiver Node will start losing power as per Energy Model E  

Step 9: if Node E>= ETmin Node Dead will occur 

Detection & Prevention 

Step 1: Deployment of IDS Technique 

Step 2: Check Energy value of every node E= {e1, e2, e3, e4é.} 

If EcurrentNode > ETmax 

Step 3: Consider Current node as the malicious node 

Step 4: Add Ncurrent Node into BlackList  

The simulation of the work completed in three cases (scenarios). Which are? 

Case 1: Development of 19 homogeneous nodes scenario with original AODV routing protocol along with energy model 

configuration to evaluate initial energy capacity of each node. Throughput and Packet delivery ratio is also evaluated in natural 

situation.  

Case 2: Deployment of malicious node which will follow modified algorithm which is based on energy model.  

Case 3: A battery capacity based detection technique has been developed to detect attacker node and prevention function 

shutdown malicious node to overcome power draining.  

Following steps were implemented for detection and prevention of malicious node.  
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.  

VII . IMPLEMENTATION AND RESULTS ANALYSIS 

The simulation of the work completed in three scenarios. The configuration of scenarios is based on the number of nodes 

are deployed and the position of the source node and destination node. Initially all nodes in each scenario are normal and no 

malicious node is present in the scenario. The standard AODV routing algorithm is used at routing protocol on network layer. 

The scenarios are differentiated as per normal scenario, scenario with malicious nodes and scenario with proposed technique; 

Scenario 1: It describes the normal situation of mobile ad-hoc networks with normal AODV routing protocols. 

Scenario 2: It described impact of flooding attack using high capacity method and impact of flooding attack on 

performance of ad-hoc networks. 

Scenario 3: Battery Capacity Based proposed technique to detect and prevent flooding attack in mobile ad-hoc networks. 

Following graphs demonstrate the evaluated performance of normal AODV, AODV with flooding attack and modified 

AODV with improved performance.  

 
Figure 5.1 Throughput analyses of Stationary Nodes 
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Figure 5.2 Average End-to-End Delay analyses of Stationary Nodes 

 

 
Figure 5.3 Energy Consumption analyses of Stationary Nodes 

 

 
Figure 5.4 Protocol Energy Corruptions Analysis of Stationary Nodes 
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Figure 5.5 Throughput analyses of Mobile Nodes 

 

 
Figure 5.6 Average End-to-End Delay analyses of Mobile Nodes 

 

 
Figure 5.7 Energy Consumption analyses of Mobile Nodes 
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Figure 5.8 Protocol Energy Corruptions Analysis of Stationary Nodes 

 

VIII . CONCLUSION 

MANET is widest range of protocol working towards security however their needs some Enhancements over the dynamic 

and active Kind of attacks. Out of those the flooding attacks can tested to be to be devastating in terms of resource consumption 

in terms of information measure and battery power of the nodes. Because the MANET isn't having any infrastructure and if all 

of a sudden due to such flooding affect the networks performance gets degraded and also the actual operations of 

communication are going to be terminated [31]. This paper addresses a number of problems that stay unresolved in respect to 

flooding attacks. The paper also proposes a completely unique Proposed Battery Capacity based flooding attack detection and 

removal. The approach is capable of removing the flooded packets and even the node from which flooding gets started. The less 

overhead and consumption based detection makes the approach a competitive solution. At the primary level of analytical study 

and calculation of Proposed Battery Capacity evaluation, it looks that the proposed scheme will shows its strong presence in 

close to future.   
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