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Abstract: A new approach to protect our videos and large text documents is discussed here. Our design aims to provide a
security for your content (here content refers to videos, multimedia and large text documents) in the online world so that no
other person would copy the same and claim it as there content. The system is cloud based all the computing of the content is
done in the cloud. This system has three main components (i)Signature Generation of the video , large text files or any
document (ii) Comparison of the signature of your reference content with the other content which might possible been
copied from the original content , (iii)Possible outcome of success or failure is known and for any altered content level of
copy can be detected The comparison is fast and is in the cloud .Hence our model not only can detect any pirated content but

also gives level of copy for any altered content in an online process.

Keywords: Videos, images, multimedia, large text documents, Signature Generation, level of copy, cloud, online, content

protection.

. INTRODUCTION

Latest developments technologies as well as the availability of online free hosting sites have made it very easy to duplicate
copyrighted materials such as videos, images, important documents and music clips files. Illegally redistributing these contents
over the Internet will result in great loss in terms of revenues for content owners. Finding these illegally made copies over the
Internet is a very complex and expensive task as the volume of data available over the internet is huge and comparing content to

match and identify copies is very complex.

Here we present a novel system for any file content protection on cloud infrastructures. The system can be used to protect
various multimedia content types like videos, images, music or any large text files. The system can run on private clouds, public
clouds, or any combination of public-private clouds. The design is cost effective because it uses the computing resources on

demand. The design can be scaled up and down to support varying amounts of file’s content being protected.
The contributions of this paper are as follows.

e Complete multi-cloud system for multimedia content protection. The system can support different types of file content

and can effectively use varying computing resources.
e A novel method for generating signature for any multimedia or large text files which is simple and effective.
Il. EXISTING SYSTEM/RELATED WORK

The problem of protecting various types of multimedia content has attracted significant attention from academia and

industry.

One approach to this problem is using watermarking , in which some distinctive information is embedded in the content

itself and a method is used to search for this information in order to verify the authenticity of the content.
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Watermarking requires inserting watermarks in the multimedia objects before releasing them as well as
mechanisms/systems to find objects and verify the existence of correct watermarks in them. Thus, this approach may not be

suitable for already-released content without watermarks in them.

Signatures or fingerprints extraction technique is another important one. Signatures are also created from query (suspected)
objects downloaded from online sites. Then, the similarity is computed between original and suspected objects to find potential

copies.

Many previous works proposed different methods for creating and matching signatures. These methods can be classified
into four categories: spatial, temporal, color, and transform-domain. Spatial signatures (particularly the block-based) are the
most widely used. However, their weakness is the lack of resilience against large geometric transformations. Temporal and
color signatures are less robust and can be used to enhance spatial signatures. Transform-domain signatures are computationally

intensive and not widely used in practice.
I11. PROPOSED SYSTEM
The proposed system uses spatial signature techniques.

There are two main components, the cloud server and the clients. The client users are given provision to store their files in
the cloud. But how safe will their data or copy write contents be from any third party ? Chances are that the files can be viewed

and copied.

To prevent this copying and duplication of data we have come up with a simple content protection method that can assure

the user that no matter who views the file, they will not be able to replicate the data in the system.

Example. You tube videos can be seen by everyone but our system will not allow any two users to have the same videos.

The credit always goes to the owners and not anyone else.
The working of the system is simple and can be explained as follows:

The client users upload and save their files in the server, during this process the unique signatures of that file is generated
and stored in another file which is placed in the server. When another user also uploads any file signatures are generated for his
file too and before it is placed in the server , the signatures are compared with the signature files that are already placed in the
server to know the potential copied file. If the signature is not matching with any file then the file is said to be unique and its
signature copy is placed in the server. If suppose the signature matches to any one file already in the server then the level or
percentage of copy is determined. The file’s acceptance is determined based on the user permissible level of copy. If the level of

copy is higher than the user set limit then the file cannot be uploaded into the server.
The process of signature generation is fairly easy and can be determined as follows:

The client user’s file is divided equally based on the size, say one kilobyte each. These small files are given to the
algorithms to generate the ASCI equivalent of the bits, this ASCI code serves as an input to the MD5 algorithm that reduces the

size of signature generated to a standard uniform length.

This generated signatures are stored in the signature file representing that particular file. This file is stored in the cloud
server if the generated set of signatures are unique and do not match with any other set of signatures in any other file in the
cloud. If suppose the set of signatures match then they are not stored into the cloud as there is already a copy existing in the
cloud, allowing this file to be stored in the cloud is like allowing multiple copy of the files to be stored which is considered as

wastage of precious memory.

The algorithm used to generate the signatures in this system is unique and the supporting algorithm used are the MD5
algorithm to maintain the uniformity in the signature and the KMP algorithm for the string matching techniques.
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The algorithms used are as follows:
A. MDS5 Algorithm:

The MD5 message-digest algorithm is a largely used cryptographic hash perform producing a 128-bit hash worth, as a rule
expressed in text layout as a 32-digit hexadecimal number. MD5 has been utilized in a vast kind of cryptographic applications
and can also be mostly used to verify information integrity.

MD?5 is a one-method operate, it is neither encryption nor encoding. It are not able to be reversed other than by using brute-
force attack. MD5 techniques a variable-size message into a fixed-length output of 128 bits. The enter message is broken up into
chunks of 512-bit blocks the message is padded so that its size is divisible by way of 512.

The padding works as follows:

First a single bit, 1, is appended to the end of the message. This is followed by as many zeros as are required to bring the
length of the message up to 64 bits fewer than a multiple of 512. The remaining bits are filled up with 64 bits representing the

length of the original message, modulo 2%,

Message | Message Message
block 1 | block 2 block n
Message | Message| Message | Length
block 1 | block 2 block n | padding

‘
@»xm»m»mt ot b (hen)

Figure 1 : Padding of messages

Example the text India-Bengaluru is coded as “4200ea5fbb204c4f32b92¢e8bf092350” in MD hash.

One of the main uses for cryptographic hashing is for verifying the contents of a message or file after transfer. Another use
for hashes is in the storage of passwords. Storing passwords as clear text is a bad idea, for obvious reasons so instead they are
converted to hash values.

When a user inputs a password it is converted to a hash value, and checked against the known stored hash. As hashing is a
one-way process, provided the algorithm is sound then there is theoretically little chance of the original password being
deciphered from the hash.

B. KMP Algorithm:

The Knuth—Morris—Pratt string shopping algorithm (KMP algorithm) searches for occurrences of a "word" say W within a
primary "text string” say S with the aid of using the commentary that after a mismatch happens, the word itself embodies
enough knowledge to assess where the following match would start, for that reason bypassing re-examination of beforehand
matched characters.

A string matching algorithm wants to find the starting index in string that matches the search word. The algorithm looks for
a character match at successive values of the index, the position in the string being searched. If the index reaches the end of the

string then there is no match, in which case the search is said to "fail".

At each position the algorithm first checks for equality of the first character in the word being searched. If a match is found,
the algorithm tests the other characters in the word being searched by checking successive values of the word position index.
The algorithm retrieves the character in the word being searched and checks for equality of the expression. If all successive

characters match at any given position, then a match is found at that position in the search string.
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IV. WORKING OF THE SYSTEM
The working of our system can be explained considering an example:

Consider any file of 100kb size,(here for the example lets consider a text file). This file say Filel.txt is owned by a user

Userl. The duplicate copy of this file File2 is owned by User2 with a copy level of 70%.

When the Userl uses the cloud service, he uploads his file through a client portal . His file gets accepted is there was no

previous copy of the file in the cloud server. This process can be explained in the following steps:
1. User 1 logs in through client portal with a valid email ID .
2. The server is open for the connections.
3. He uploads the Filel through the portal.
4. The background process is as follows:

e The file gets transferred in bits over the internet transportation layer. Here the bits are divided into blocks of

same size say 1kb each . So a 100kb file will have 100 blocks each block containing equal amounts of bits.
e These block’s contents are converted into ASCI values of their equivalent bits.
e Now all the blocks will contain information in the ASCI level.

e This ASCI values act as signatures but they are too long for a signature, hence they are parsed by the MD5

algorithm.
e Aswe know the MD5 algorithm takes in 128 bits at a time and generate a 32 bit uniform signature.

e The signature generation happens in a parallel distributed way where in every kb generates a signature in

parallel (level of parallelism depends on the machine)
e The signatures generated will be stored in the file say Filel.Signature.
e This Signature file will be stored in the cloud in case of a genuine file is being uploaded only.

e This signature generation happens in an intermediate part of the cloud and only valid files are uploaded to the

main cloud.

e This signature file is used to check against the duplication files when stored in the main cloud using the KMP

algorithm.
5. The owner of the file Filel gets a success message once his file has been validated and stored in the cloud.
6. An email is sent to the owner’s ID stating the success of the file and its genuinely.

7. Now when the User?2 tries to upload the File2 with about 70% copy from the original file, he follows the same steps
from1to 3.

8. The background process is follows:
e The file is again divided into small chunks of blocks and follows the same process of signature generation.

e Aswe know the signature generation happens in the intermediate part of the cloud, the signature comparison
also happens in this level only. Only when the validity is tested and obtained the file will be uploaded to the

main cloud.
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e The signature comparison happens with all the files that are there in the cloud in a parallel distributed way ,

this speeds up the process of checking the files in case there are many file that need to be compared.

e If there is a match of signatures then the file will not be uploaded to the main cloud and a failed notification

is sent to the user uploading the file.

9. When the file has been proved to be copied by the level of copy feature, the user receives a notification saying the file

uploading failed as there is a original copy that resides in the server .

10. The owner of the original file is sent a notification and an email that his file is being duplicated by the other user with

the mentioned level of copy.
11. Hence duplicate file cannot be uploaded to the server.

12. The original file owners are notified whenever anyone copies their content and tries to upload them as their own. And

the user who is trying to upload the file also gets a mail stating as to who owns the original copy of the file.
13. Multiple clients can communicate with the server at the same time.

14. Any user cannot login into the client portal more than once in the client portal, if so , a notification saying “This user

has already been logged in ” is displayed.

15. Only authorized users are allowed to access the cloud through the client portal , there cannot be any users trying to

access the cloud without the client portal. In such case the access is denied.
V. IMPLEMENTATION
This paper is implemented and running successfully. The following screenshots are obtained while this system was running.

® © ® swathi— smuruges@blir-mplis: ~/Desktop/Personal/Personal/swathi — java Cl...

Multimedia Cloud Server

Log Status

Starting Multimedia Server on ; 1100
Waiting for the Client at port : 1100 [ smuruges@blr-mplis] [~/Desktop/Personal/Personal/swathi]
$ java CloudServer

Waiting for the Client at port : 1100

Figure 2: Cloud Server

© 2016, IJARCSMS All Rights Reserved ISSN: 2321-7782 (Online) Impact Factor: 6.047 50|Page



Swathi et al.,

International Journal of Advance Research in Computer Science and Management Studies

Volume 4, Issue 5, May 2016 pg. 46-53

.

[12:83:38 smuruges@blr-mplis] [~/Desktop/Personal/Personal/swathil
$ java Client

Please use your email.

[12:28:19 smuruges@blr-mplis] [~/Desktop/Personal/Personal/swathi]
$ java Client nivas8292@gmail.com

Client Connected

Waiting for Messages from Server :

Figure 3: Clients

® Client

Upload Client

Log Status :

Starting Client...
Client Started Successfully...

I
Welcome nivas8292@gmail.com

Client Connected to Multimedia Cloud Server Successfully

Upload

Waiting for the Client at port : 1100

Client Connected to Multimedia Cloud Server Successfully

‘'® @ Open
% smuruges B .
Name ~  Date Modified

1 Applications Thursday, April 7, 2016 2:49 PM
1l Desktop Saturday, April 16, 2016 12:29 PM
" Documents Tuesday, April 5, 2016 5:32 PM Upload Client
! Downloads Friday, April 15, 2016 11:08 PM

! keys Tuesday, April 12, 2016 2:25 PM Log Status :
W Library Tuesday, April 12, 2016 11:04 PM
1 Movies Tuesday, April 5, 2016 5:32 PM St_arting Client...
= Music Tuesday, April 12, 2016 11:04 PM Qiient Started Successfully...

! NetBeansProjects Thursday, April 14, 2016 3:20 PM "
W Pictures Tuesday, April 5, 2016 6:52 PM Welcome nivas8292@gmail.com
& Public Tuesday, April 5, 2016 5:32 PM

Upload
File Format:  All Files

Cancel Open

Figure 4: Clients uploading the file

Multimedia Cloud Server

Log Status :

Starting Multimedia Server on : 1100
Waiting for the Client at port : 1100
Client Connected

Client Authenticated Successfully!
Waiting for the Client at port : 1100
\Upload Initiated successfully

File Received successfully!
Signature generated and stored in process/sample.txt.sig
nature

Checking for Plageriasm

Valid File. Uploading to the Server.
Sending Mail to the Owner

581ee1513269d18d79e65007904bd35
af53ba2alfal7eb250c79462747c1687
faad49e7ff764847820588d6b819244d
bf@c350cbcc020608c1ef554062b91d5
cb3a@4118ed88d23efoe7edb92f8f33a
11e@e0f8a45565ea18e23815d1e493d3
cd8d8dd17588ec6c8059c766abb5c752
ca33196fdeel451ceeb71926eaf82737
68af905be344c33cd61186c545ab2310
4ec13bdeebf789320fb875259d19e68e
b93782608602f32053ebf05b1bda8d70
d35€93592490d5f2fb8adab42a6998f8
bb54ee62fal356b9af5c785aab0c7e8a
2¢af79584551da40240b7609884d0568
€52cd866211d79dc21d4dec6e854632
25090a0ac87ea6321574d842eac5744d
00258721bcfe43eafobe97162e5d99¢9
3fc3f12280c86fda7fa9527cc5110933
424862b2abbf0431917f5ac3439ded99
7249d80639dd7f20e46f18e30d37ef05
a2dedbfbe656cab7d23b7fb7d206ea78
dd95d173a4fBe@334a4f34cc3b944b5f
331¢867534e3a53de414cd45b35bd543
abe6e2c39e33d4becB8deac8a7da285ac
elfclba6e4426418d6d7417b6a9f69c2
96d932cd8ObdcOfabb5f550cd5b5f044
8cd656a1383d6e9a9e5007c23d47a005
939a1f30f7558af4373ec2fefofe3bd7

Comparing : process/sample.txt.signature , /Users/smuruges/Desktop/Personal/Pers

onal/swathi/signature/sample.mp4.signature = 0.0
File is valid. Upload is starting.
n

® Client

[12:03:38 smuruges@blr-mplis] [~/Desktop/Personal/Personal/swathi]

$ java Client
Please use your email.

[12:28:19 smuruges@blr-mplis] [~/Desktop/Personal/Personal/swathi]

$ java Client nivas8292@gmail.com

Client Connected

Waiting for Messages from Server :

Sending File : /Users/smuruges/Desktop/sample.txt
Connecting to localhost1200

Sending File!

Sent bytes count : 230923

Log Status :

Upload Client

iy
Welcome nivas8292@gmail.com

(Client Connected to Multimedia Cloud Server Successfu

File sent successfully!

Initiating to Upload File : sample.txt
Sending File to Server localhost : 1200
File Sent Successfully!!

Upload

Figure 5: Signatures are generated for the unique file and stored.
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Multimedia Cloud Server

Log Status :

ignature

Checking for Plageriasm

Valid File. Uploading to the Server.
Sending Mail to the Owner

Upload process completed Successfully!ll

Upload Initiated successfully
File Received successfully!

Signature generated and stored in process/sample.txt.s
ignature

Checking for Plageriasm

Cannot Upload the file. The plagerism percentage with

/Users /smuruges /Desktop/Persanal/Personal/swathi/
signature/sample.txt.signature is 100.0%

Sending Mails to Owner and Uploader

Upload Process Failed..

[ smuruges@blr-mplis]
$ java Client

Please use your email.

L smuruges@blr-mplis]
$ java Client nivas8292@gmail.com

Client Connected

Waiting for Messages from Server

Sending File : /Users/smuruges/Desktop/sample.txt
Connecting to localhost1200

Sending File!

Sent bytes count : 230923

File sent successfully!

File Uploaded Successfully!!!

Waiting for Messages from Server :

Sending File : /Users/smuruges/Desktop/sample.txt
Connecting to localhost1200

Sending File!

Sent bytes count : 238923

File sent successfully!

Your file is being duplicated by this user :

nivas8292@gmail. com

17123b55827f730fc73d549467ef99a0
5617b26€9877a19c499b68772cbb795e
f3f3c9671c5fea’78050687dab64c@7396
7851Bac3cae771ab612e0db186089058
£5783c149b5c90ee6886dc3cd5e7712
@abdee3dedba7de32533a5c3ed 47277
61203cba52296873327e7549ea2008ble
2¢3ad82299a92fcfBablb7ed8f6b1679
3b3bbad73e30f9636df4al@9eb58del5
5604231218d19059c021094013cebbcs
lebldBeecf183f1329039a94a068149
8263bdf@55ad3c61d3dlce?7a70974@d
294aa4d4b317c0689bf126519f3beabs
d74363e550437014479247C09886980¢C
ccalfclf13717164B03al1fb3863bda3
83f5cdddb6edc556bc3@af5bdca82bls
09d2dcel79cc38dd4f88bfBBdc6d7816
5531f4ce23d9eB9eeB88e7801b5c6c28c
2676caaa@aB292d674269802ecTd179
4851984165d2801fb2e30d5668668a89
ad8bdel12af8105969@aee38d8876e84
2bbdBebS8eb9eb5f63af689aca27 801
641leb8elad@aa502425747717ade8cald
731af308194856b23992fb0a7c24c466
Comparing :
onal/swathi/signature/sample.txt.signatu

rsonal/Personal/swathi/signature/sample.
Sending Online Notfication to nivas8292@
Sent message successfully....
Sent message successfully....

[~/Desktop/Personal/Personal/swathil]

[~/Desktop/Personal/Personal/swathi]

Log Status :

process/sample.txt.signature ,

re = 100.90

txt.signature is 100.0%
gmail.com

Client

Upload Client

/Users/smuruges/Desktop/Personal/Per:

Cannot Upload the file. The plagerism percentage with /Users/smuruges/Desktop/P

Your file is being duplicated by this user : nivas8292@g
mail.com Cannot Upload the file. The plagerism perce
ntage with /Users/smuruges/Desktop/Personal/Person
al/swathi/signature/sample.txt.signature is 100.0%

Cannot Uploa

Upload

d the file. The plagerism percentage with /Users/smuruges/Desktop/Personal/Perso

nal/swathissignature/sample.txt.signature is 100.0%
Waiting for Messages from Server :

Figure 6: Signatures generated for the copied file and file cannot be uploaded, The level of copy is determined.

BRC: Windows\system32\cmd.exe - java C|oud5ewer°

5d3aal9fe6?5ab3bdb4f8e316bheaace

5e78h29dh13ae43!
le393d83e67384:

295a5df cc127h227d89054895e2b6bh21
81dh4730220cB04860d6931ee21e52d7
1d64c8d63c4a45a0726432h9c3187891d
o

|

Multimedia Cloud Server

Log Status :
il -

Client Connected
Client Aut]
Waiting for

nticated Successfully!
1100

he Client at port :

Upload Initiated successfully

File Received successfully!
Signature generated
ate/priva_70.3pg.sig

stored in intermedi

ture

Checking for Duplication

iya_70.3pg ( Percentage : 100.00)

Sending Mails to Owner (swa.swatz@gmail.com
Il [ and Uploader ( swatz.swa@gomail.com)
Upload Failed..

Uploadation failed as the copy exists as pr

M:\Users\HP\Desktop\swathi_fin

]

&8 Command Prompt - java Client swa.swatz@gmail.com

:\Users\HP\Desktop>cd swathi_final

IC:\Us

s\HP\Desktop\swath:
DN\Java\j

Jre?\libNext\opencsu—3.7. jar;

\HP\Desktop\swathi
re?\lib\ext\mail.

IC:\Users\HP\Desktop\suathi_final>javac *.java
\HP\Desktop\swathi_final>java Client
from S:

erver
\HP\Desktop\COMPLETENpriya_70. jpg
st1200

e
be ing | EEIETT

1100.00 |

laiting for Messagi

Upload Client

& Client
1 &

Log Status :

Upload Client

Log Status :

: swatz.swa@gmail.com
[

Upload

|Your file is being duplicated by this user
priva_70.3pg|100.0

[IIICIECINg TUUpIvau TIIe s PIIyE—TUTJ]

|Sending File to Server localhost :

|File Sent Successfully!!
|Upload Failed!!!

a.swatz@gmail.com

- -

final>set classpath=£CLASSPATHZ;C:\Program Files x86/d

finald>set classpath=xCLASSPATHx;C:\Program Files (x86

I-iva_78. jpg]

Files <(x86

Upload

Files (x86

Figure 7: Clients communicating an

} : 188328
ully?

ages from Server :

d trying to upload a same file.

V1. CONCLUSION

algmail.com

This system is used to detect and prevent the possibilities of any other third party trying to violate any copyrighted material.

The Material here refers to any type of file like a text doc, video, images, etc. The system intends to protect the contents of any

file irrespective of the type of file for files are available on a cloud platform. The contents of the file cannot be replicated, If the

contents are copied then it should not be allowed to be uploaded into the cloud facility. Unique technique is employed to protect

the contents of the file.

Signatures are generated for every file which is unique to that file. Signature generation and comparison uses well known

algorithms effectively. The algorithms used are simple and effective. The duplicate copies of the file contents are determined by

analyzing these signatures. The level or the percentage of copy is determined from which the contents were copied.

The owner of the original file is notified when anyone tries to use his contents. The cloud facility is made secure and only

unique copies of the files can exists in the system at any point of time. Copied or duplicate contents are blocked form uploading
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them to the cloud facility. The cloud resources are provided by the cloud service provider and the users data is available during
anytime. The uploaded users file is safe and secure in the cloud facility. By using this technique the owners of the files can be at

peace knowing that their data is safe and non-replicable any time by anyone.
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