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Abstract: Wireless sensor network is the combination of tiny devices called as sensor nodes which have computing, sensing 

and various processing proficiency. Effective design and its implementation of Wireless sensor networks have become the 

hot area of research in present day years due to the enormous potential of the sensor networks to enable applications which 

connects the physical world to the virtual world. They have been extensively used in the mission of critical applications such 

as defence, health as well as civilian plea. Security of the data flowing through across wireless networks pledge researchers 

with an interesting and captivating potential for research. Design and implementation of these wireless networks ensure the 

protection of data which faces the restraints of limited power and resources .Aim of this paper is focus  on the security of 

wireless sensor networks in various areas .Also this paper deals with various  security aspects of the WSN’s and giving the 

feasible counter measures for the same ones. 
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I. INTRODUCTION 

Sensor networks are dense wireless networks of small, low-cost sensors, which collect and promulgate environmental data. 

Wireless sensor networks provide monitoring and controlling of physical environments from remote locations with better 

efficiency. Sensor network is a computer network comprises of a large number of sensor nodes. The sensor nodes are dimly 

deployed inside the phenomenon, they can be deployed randomly and have collective capabilities. There are various sensors 

such as pressure, accelerometer, camera, thermal, microphone, etc. These can monitor conditions at different parameters, such 

as temperature, humidity, vehicular movement, lightning condition, pressure,. soil makeup, noise levels. Such a sensor network 

is typically comprises of hundreds, and sometimes thousands of nodes. These nodes are capable of receiving, processing and 

transmitting information, as based on the allocated tasks. To ensure that data being received and transmitted across these 

networks are secure and protected, information security plays a crucial role. Low cost sensors incorporate shortcomings in their 

storage capacity, power requirements and its processing speed. Wireless channels are still considered unreliable and the same is 

the instance with wireless sensor networks, which may contain a very huge number of nodes and sinks, thus giving advances to 

concerns about the validity of the communications in the network. Firstly the major challenge for employing any efficient 

security parameter in wireless sensor networks are created by the size of sensors, thus the processing power, memory and type 

of tasks expected from the sensors. 
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II. ARCHITECTURE OF WIRELESS SENSOR NETWORK 

The architectural layout for Wireless Sensor Network and sensor nodes are given below in Fig 1 and Fig 2. 

 
Fig. 1  Architectural layout of sensor nodes 

A. Wireless Sensor Network  

Generally, sensor nodes are deployed in a designated area by an competent authority and then automatically form a network 

using wireless communications. Sensor nodes are static most of the time, whereas mobile nodes can be deployed according to 

application needs. Sensor network may contain hundreds or thousand of autonomous nodes. For such a large network, size does 

matter. Sensors are kept small, which also limits the various components on the main chip board of the sensor and only the most 

critical parts are installed on it. Sensors usually get information about the environment and perform their assigned operations. 

They have to interact with exposed surroundings which pose hazards to the physical protection of the sensors. Power limitations 

in WSN are considered the major constraints to the performance of the network. As all the nodes perform local processing, they 

are always in need of power supply. Thus, the inclusion of security features like encryption, decryption, authentication etc 

comes at the price of decrease in the overall performance of the nodes because of the energy consumed during these 

cryptographic algorithms and various schemes. Sensors have small memory space, which accounts to its low price and power 

consumption. Memory is a precious asset for any sensor, thus keeping the size of the security algorithm source code small. 

WSN is a low bandwidth network and as compared to other wireless networks, thus quantity of data transmitted and received by 

the nodes is very small. This helps the nodes in saving the critical power for other functions. Like other wireless 

communications, channels in the WSN are subject to unpredictable environmental conditions, state of channels, interference and 

many other factors that generally deteriorate the quality of services of the wireless links and make errors in the information 

being transmitted.  

 
Fig. 2  Architectural layout of WSN 

 

III. SECURITY REQUIREMENT IN WSN 

Providing privacy and security requirements in an appropriate framework for WSNs offering prevalent services is essential 

for user acceptance and satisfaction..Due to the sensitivity of sensor data in many applications the system for attack detection, 

prevention of data deception and vulnerability evaluation plays a vital role. However, the security increases delays and 

overheads in network operations, increased energy consumption and reduced network lifespan. The grating environments and 
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existence of network threats demands certain security parameters in WSN. These are same as that found in the traditional 

networks. Some of the other security requirements in WSN are. 

B. Confidentiality 

It is the basic security service required in case of WSN. Here we have to maintain the privacy of the data transmitted 

between the sensor nodes. Data is communicated between the sender and the recipient, sometimes being routed through many 

sensor nodes. This amount of data may also be kept in memory for further processing. This data can be sensitive enough to be 

known only by the sender and the recipient. Encryption is one of the most commonly used methods to provide confidentiality of 

data. Critical information such as keys and user identities should be encrypted before transmission. Sensitive information can be 

characterized from the type and kind of the protocol being used i.e. symmetric or asymmetric cryptography, mutual 

authentication etc. 

C. Data Integrity 

Data integrity needs to be assured in sensor networks, which consolidates the received data that has not been altered or 

tampered with and that new data has not been added to the original contents of the data packets. Environmental requirements 

and channel’s quality of service can also change the primeval message. 

D. Data Authentication 

Authentication is used in sensor networks to block or restrict the activities of the unauthorized nodes. It is basically 

important in case of decision making of chunks of information. Nodes receiving the packets must make sure that the originator 

of packets is an authenticated source. Multiparty communications or broadcasting makes uses of asymmetric authentication 

methods. Data authentication in broadcasting requires strong trust presumptions, thus giving rise to different classifications of 

trust. 

E. Data Freshness 

Confidentiality and Authentication may not be useful when any old message is used by any of the attacker. Data freshness 

implies that the received messages are recent, and previous messages are not being replayed. 

F. Availability of Data 

Security features in the network may be considered as crucial parameters because of the restrictions it can impose on the 

availability of the data. Insertion of security features can cause earlier exhaustion of energy and storage resources, causing 

unavailability of data. Availability of data becomes a critical security requirement because of the mentioned specifications. 

Security protocols should consume less energy and storage space, which can be achieved by the reuse of user code. 

G. Secure Localization 

WSN makes use of geographical based information for identification of sensor nodes, or for accessing whether the sensors 

belongs to the network or not. Some attacks are performs by analyzing the location of the sensor nodes. 

IV. THREAT ANALYSIS AND ITS COUNTERMEASURE 

A crucial sensor network may contain potentially hundreds of nodes which may use broadcast or multicast transmission 

through wireless networks. This mode of transmission results in a large volume of wireless network with many potential 

receivers of the transmitted data. This makes a number of attacks such as packet alteration or new packet insertion, capturing of 

sensor node, reply attacks, denial of service and traffic analysis possible to be encountered on any sensor network. Attacks 

introduced on a network may be insider or outsider attacks. In outsider attacks the intruder has no special privilege to the 

network while in insider attacks however, the attacker is considered to be an authorized participant of the concerned network.  
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A. Collisions 

Altered packets of information can cause latency in networks, and results in dropping and discarding of data packets once they 

are found interrupted thus degrading the service of the network takes place .Cyclic redundancy check (CRC) of the messages 

can be computed on the transmitter and receiver ends to possesses the integrity of the message. Error detecting codes can also 

be used for avoiding and corruption by the attacker to the messages. This poses a restriction to the effectiveness of these codes 

as the malicious agents may be able to inject more errors in the message which has the capabilities of the correcting codes. 

 
Fig. 3  Collision threat in WSN 

 

B. Denial of Services Attacks 

1) Physical Attacks. 

Steps that one must to ensure the physical safety of sensor nodes in WSN are based on the required level of the security. 

Nodes in hostile environments can be made temper-proof so that security of these motes is not compromised over the 

cost. Obscure and hiding sensor nodes are other remedial actions against physical attacks. Motes which handle crucial 

data can use any expunging procedure which makes them remove any crucial information i.e. cryptographic keys or 

codes. 

2) Jamming. 

One of the most prominent solutions to avoid jamming is spread spectrum, or code spreading as used in mobile 

communications. Both of these spreading techniques are affective against jamming, as the simple jammer is usually not 

capable for jamming wide band of frequencies or switch to the literal frequencies as being used in frequency hopping or 

spread spectrum. If the jammed part of the WSN is identified, then a tiny deviation in routing paths can help to overcome 

this attack. Another efficient yet costly solution is the alternative use of optical or infra-red communications for sensor 

devices under jamming attack 

 
Fig. 4  Jamming threat in WSN 

C. Neglect and Greed Attack 

The optimal step to avoid damage by neglect or greed of malicious sensor node is to declare alternative routing paths. Another 

feasible solution is to use redundant messages that reduce the damage by malicious code. 
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D. Routing Information Alteration (spoofing) 

Packets creation can be made secure by using CRC or MAC methods, which makes the detection of tempered packets easy. 

Likewise, link layer authentication also helps to avoid this type of attack. Only authenticated users are allowed to take part in 

exchange of data. Interrogation attacks can be handled by the use of authentication and anti replay protection methods. 

 
Fig. 5 Routing information alteration in WSN 

E. Sybil Attack 

In order to prevent an insider from communicating within the network and establishing shared keys with every system in the 

network, the base station limits the number of neighbors that any sensor node can establish connection with. If any node tries to 

exceed this limit, it results in error existence. Besides identification of the nodes which request to establish connections are to be 

verified. Undermine node is able to communicate only with its neighbors, thus preventing the affect of this attack. 

 
Fig. 6 Sybil attack in WSN 

F. Flooding 

One approach to avoid this attack is to limit the number of connections. Clients who want to be connected can be presented 

puzzles to solve for showing their commitment. Puzzle scheme takes more energy resources than the ordinary use of the sensors  

by making the flooding attacks more complicated for the intruder. 

Page Numbers, Headers and Footers 

 
Fig. 7 Flooding attack in WSN 
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G. Homing 

Encrypting the header and contents of message makes the task of adversary more studious. Source and destination of the 

intercepted messages becomes cautious by using cryptography. 

H. Black Holes 

Requests for exchange of information should come only from authenticated sensors, and an efficient authorization scheme must 

be deployed to ensure the secure communication. WSN can uses public key cryptography to sign and verify the routing tables 

and its related updates. Efficient certification and threshold based cryptography based schemes are recommended to be used for 

authentication and trust management in WSN. Physical topology of the network is analyzed by sending probe data packets  to 

detect any black holes and corrupted regions. 

 
Fig. 8 Black hole attack in WSN 

I. Exhaustion    

 It can be handled by use of time division multiplexing (TDM). TDM scheme provides each sensor with a time slot to send its 

information which avoids collisions. This solves the infinite deference problem, which is caused by continuous retransmissions 

by the nodes. 

J. De-synchronization 

Opponent uses the control fields and the transport layer header to cause retransmissions and ultimately lose of synchronization 

between communicating nodes. Authenticating the crucial parts for transportation of the packets provides counter to this kind of 

attack on the nodes. The receiving end detects any tempered messages and is able to discard the instructions carried out by 

them. 

K. Selective Forwarding 

The step to eradicate this type of attack is to multipath routing. This measure ensures that the destination finally gets the data 

sent to it, through some disjoint path of that of interrupted mote. Source routing that uses the geographical monitoring of the 

network can also be used as a prevention measure for this type of counter. 

 

 
Fig. 9 Selective forwarding attack in WSN 
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L. Unfairness 

Adversary exploits the cooperative MAC priority scheme by making sensors to miss their transmission deadline. This type of 

attack affects the real-time users up to a great extent. Introduction of tiny data packets avoids this attack as each sensor node 

seizes the channel only for the short interval of time. 

V. CONCLUSION 

This research serves as a text for researchers especially for the beginners, and enables them to get an introduction of this 

ever increasing area of research, wireless sensor network .It consists of  many topics of interest, and many more can be found by 

exploring more deep into this research area. Basic features of WSN are discusses to give the readers an overview of WSN, 

which helps in understanding the various  attacks on WSN and their prevention measures. Some of the main attacks on WSN 

are given, along with their preventive and counter steps. It would aid in the development of an organization’s security system, 

that could rely in systems already defined by the experts that are proved to be ideal. This type of reutilization already happens in 

a certain way, but with a formal and concise modelling schemes, as proposed in our framework, the exchange of data would be 

much more effective. With the help of this review for wireless network security protocols take the advantages like wireless  

services will be available easily, reducing cost, giving more security to the network users .Beyond this, unifying the 

representation of various security policies to be implemented by several different and heterogeneous technologies offers the 

major advantage of improving the performance of the system.We hope this study will be useful for researchers to carry forward 

research on security for wireless sensors that not only have identified strengths but also overcomes the drawbacks in this field of 

security. 
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