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Abstract: Security of information is one of the most important factors of information technology and communication. Also 

an accurate automatic personal identification is essential in a wide range of application domains such as national ID card 

(Aadhar Card), electronic commerce, and automated banking. So systems need strong security to protect data and resources 

access from unauthorized users. A Biometric-based authentication system provides more security than other conventional 

approaches. Single biometric systems have a variety of problems such as noisy data, non-universality, spoof attacks and 

unacceptable error rate. These limitations can be solved by deploying hybrid biometric systems. Hybrid biometric systems 

utilize two or more individual modalities, like face, iris, retina, signature, voice and fingerprint. Hybrid biometric systems 

improve the recognition accuracy more than single system. As biometric template are stored in the centralized database, due 

to security threats biometric template may be modified by attacker. Preserving the privacy of digital biometric data (e.g., face 

images, iris and fingerprint) stored in a central database has become of paramount importance. Visual cryptography is the 

technique used to encrypt the data which is in the form of visual information such as images. Since the biometric templates 

stored in the database is usually in the form of images, the visual cryptography can be efficiently employed to encrypt the 

templates from attacks. This paper explores the possibility of using visual cryptography for imparting privacy to hybrid 

biometric data such as fingerprint images and iris codes. 
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I. INTRODUCTION 

A. Biometric System 

Biometrics is the science and technology of measuring and analyzing biological data. In computer security, biometrics refers 

to authentication technique; Biometric authentication is an automated method whereby an individual's identity is confirmed by 

examining a unique physiological trait or behavioral characteristic, such as a fingerprint, iris, face, voice, retina, or signature [1]. 

B. Types of Biometric System 

The Biometric system is basically divided into two modules  

1) Single biometric system   and  2) Hybrid (multi) biometric system.   

1) Single Biometric System    

Biometric systems based on single source of information to identify the user are called single biometric systems. It is also 

called as unimodal biometric systems [2]. Example: Biometric system based on Face or Palm print or Voice or Gait etc. Each 

biometric trait should pose attributes like Uniqueness, and hard to circumvent. Sadly, recent researches have shown that an 

attacker can lift and replicate the biometric traits, which later can be used to attack on biometric systems. As a result, hybrid 

biometric systems have been proposed to increase the recognition accuracy as well as security against attacks as compared to the 
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single biometric systems that make them up. 

2) Hybrid Biometric System 

The term “Hybrid” is used to combine two or more different biometric sources of a person (like face and fingerprint) sensed 

by different sensors. Two different properties (like infrared and reflected light of the same biometric source, 3D shape and 

reflected light of the same source sensed by the same sensor) of the same biometric can also be combined. In orthogonal multi 

biometrics, different biometrics (like face and fingerprint) are involved with little or no interaction between the individual 

biometric whereas independent multimodal biometrics processes individual biometric independently. Orthogonal biometrics are 

processed independently by necessity but when the biometric source is the same and different properties are sensed, then the 

processing may be independent, but there is at least the potential for gains in performance through collaborative processing. In 

collaborative hybrid biometrics the processing of one biometric is influenced by the result of another biometric. The most 

compelling reason to combine different modalities is to improve the recognition rate. This can be done when biometric features 

of different biometrics are statistically independent. There are other reasons to combine two or more biometrics. One is that 

different biometric modalities might be more appropriate for the different applications. Another reason is simply customer 

preference. Multi-modal biometrics usage is being actively considered in applications involving Border Control, Physical 

Access Control, and PC/Network security. 

C. Need of Hybrid Biometric System 

Biometric systems based on one (one-modal) biometric are often not able to meet the desired performance requirements, and 

have to contend with a variety of problems such as noisy data, intra-class variations, restricted degree of freedom, non-university, 

spoof attacks and unacceptable error rates. It leads to considerably high false acceptance rate (FAR) and false rejection rate 

(FRR), limited discrimination capability, upper bound in performance and lack of permanence. Some of these limitations can be 

addressed by deploying hybrid biometric systems that integrate the evidence presented by multiple sources of information. 

II. VISUAL CRYPTOGRAPHY 

For protecting the privacy of an individual enrolled in a biometric database, Davida et al. [3] and Ratha et al. [4] proposed 

storing a transformed biometric template instead of the original biometric template in the database. This was referred to as a 

private template [3] or a cancelable biometric [4]. Feng et al. [5] proposed a three-step hybrid approach that combined the 

advantages of cryptosystems and cancelable biometrics. Apart from these methods, various image hiding approaches [6]–[8] 

have been suggested by researchers to provide anonymity to the stored biometric data. Arun Ross and Asem Othmen suggested 

the use of Visual Cryptography for protection of biometric template. Cryptography introduced by Naor and Shamir [9] is a 

method used for encrypting a secret image into shares, such that stacking the shares reveals the secret image. The main 

advantage of Visual Cryptography is the decryption of the message which does not involve more process. The decryption time 

is very less when Visual Cryptography provides a very powerful technique by which one secret can be distributed in two or 

more shares. When the shares on transparencies are superimposed exactly together the original secret can be discovered without 

computer participation. 

This scheme is referred to as the k-out-of-n VCS [2][3] which is denoted as (k,n)VCS. Given an original binary image, it is 

encrypted in n images, such that 

                                                            T    = Sh1       S h2      S h3       …………… S hn (1) 

where      is a Boolean operation, k≤n, n is the number of noisy images, Shi; hi € 1,2,….k is an image which appears as 

white noise, k d” n, and n is the number of noisy images. It is difficult to decipher the secret image T using individuals Shi‘s [6]. 

The encryption is undertaken in such a way that k or more out of the n generated images are necessary for reconstructing the 

original image T . In the case of (2, 2) VCS, each pixel P in the original image is encrypted into two sub pixels called shares. 
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For biometric privacy, here 2-out-of-2 scheme is using. In this scheme for sharing a single pixel p, in a binary image Z into two 

shares scheme 1 and scheme 2 is illustrated in figure 1. If p is white, one of the two schemes in the first row of figure 1 is 

chosen randomly to encode A and B. If p is black, one of the two schemes in the last row in figure 1 is chosen randomly to 

encode A and B. 

 

C0 = {[ 

01 
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10 

]} 01 10 
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] [ 
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]} 
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Fig. 1 Partition for black and white pixels in 2 by 2 scheme 

Thus, neither A nor B exposes any clue about the binary color of p. When these two shares are superimposed together, two 

black sub-pixels appear if p is black, while one black sub-pixel and one white sub-pixel appear if p is white as indicated in the 

figure 2. Based upon the contrast between two kinds of reconstructed pixels can tell whether p is black or white.  

III. SECURE FINGERPRINT TEMPLATES 

As Nalini K. Ratha et al[10] pointed out that the stored template in the database attacker may try to alter result in 

authorization for a unauthorized users, or denial of service for the authenticated user related with the corrupted template. Here 

iris and fingerprint template is protected by applying visual cryptography. Visual cryptography is used for securing fingerprint 

templates. In this system there are two modules: Enrollment module and Authentication module.  First is enrollment, in which 

admin creates shares by enrolling employees fingerprints. And the second part is related to the authentication which is required 

to be done by employee. These two parts are explained below. 

A.  Enrollment 

In the enrollment part, the administrator will collect the fingerprint and eye image of the eligible users those are having 

access to secure resource. The enrolled biometric image is required to be processed so characteristic fingerprint and iris features 

can be extracted and are divided in to two shares. Among these shares first share is stored on the user’s identity card and other is 

saved in the database. So next time when user comes for authentication he need to provide his ID card, finger print and iris as he 

is already enrolled in the system. 
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B.  Authentication 

Authentication part of the proposed system is related to the each time authentication done by the enrolled user of system or 

employee. In this he has to provide ID card allocated to him and his fingerprint and iris image in order to complete 

authentication. As there is one share saved on ID card and other is in the database when user provides ID card, by using the 

share on the ID card and other share in the database we create the temporary image which have the features from the original 

image which was provided during the enrollment of user. This temporary image is then matched with the fingerprint which is 

provided in the authentication. Which then provides result as either authenticated or not. 

 

 

 

 

 

 

 

Fig. 3 Authentication process in proposed system 
 

IV. CONCLUSION 

Various approaches were adopted by researchers to secure the raw biometric data and template in database.  In this paper a 

method is proposed to store hybrid biometric templates securely in the database. To secure finger print and iris image in the 

database, the input fingerprint and iris image is decomposed and encrypted in two independent shares. The fingerprint and iris 

image can be reconstructed only when both sheets are simultaneously available. It is able to obtain the reconstructed images 

from sheet images similar to original image. Applying visual cryptography techniques on hybrid biometric template provides 

more security. Also it is computationally hard to obtain the biometric image from the individual stored sheets due to visual 

cryptography, which enhance the system security. 
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