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Abstract: Digital forensics in cloud computing and storage is consistently gaining its importance as one of the most 

important challenge due to cyber and computer assisted crime. Whilst the existence of many tools and research, the future of 

forensic investigation is yet to be established. This paper examines, the cloud forensic tools, challenges posed by forensic 

investigators, Intrusion Detection System and presents a systematic approach to support the investigation while enhancing 

the Intrusion Detection System.  
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I. INTRODUCTION 

With the time, cloud computing has emerged as the most vital and fast-growing model in the IT industry facilitating the 

group collaboration and computing as a service rather than a product. In recent years, an explosion has been seen in the number of 

cloud computing applications. Small and medium scale industries find cloud immensely cost effective as it offers the scalable 

pay-as-you-go service. Khajeh-Hosseini et al. [1] analyzed that 37% of cost could be saved if organization migrated its 

outsourced datacenter to Amazon’s Cloud. Clouds use virtualization model to ensure better resource utilization. Cisco GCI [2] 

forecasts that global data center traffic will be 7.7 zettabytes annually in 2017 representing a 25% CAGR with Asia Pacific as the 

highest traffic growth region representing a 43% CAGR. More than half of survey respondents say their organization currently 

transfers sensitive or confidential data to the cloud [3]. With big data storage and more enterprise migration to cloud, comes cloud 

forensic challenge. 

In a survey by IDC IT Cloud Services, 74% of IT executives and CIOs cited security as the main reason preventing their 

migration to cloud services model [4]. Rapid increase in the number of attacks on cloud services like Dropbox, Basecamp, 

iCloud, Feedly, Evernote, Tumblr, IFTTT, Google Drive, Microsoft’s Lync, Microsoft’s Exchange, AWS, Samsung’s Smart TV 

has driven the concern of forensic experts to focus on new tools and techniques for digital forensics [5]. 36% annual rate increase 

in cloud market analyzed, PR news. Analysts expected AWS revenues to hit $6 billion - $10 billion in 2014. Microsoft Azure was 

predicted to reach $1 billion in the annual sales in 2014. Oracle Cloud bookings increase by 35% in the 3rd quarter in 2014. 

Gartner predicts 60% of banking institutions to migrate to the cloud. By 2018, global market for cloud equipment will reach 

$79.1 billion as per predicted reports. More than $180 billion is expected to be spent by the end-user in 2015 [6]. 

II. BACKGROUND 

A. Cloud computing 

The Open Cloud Manifesto Consortium defines cloud as “the ability to control the computing power dynamically in a cost 

efficient way and the ability of end-user, organization, and It staff to utilize the most of that power without having to manage 

http://www.ijarcsms.com/


Jyoti et al.,                                                        International Journal of Advance Research in Computer Science and Management Studies 

                                                                                                                                         Volume 3, Issue 2, February 2015 pg. 369-374 

 © 2015, IJARCSMS All Rights Reserved                                                  ISSN: 2321-7782 (Online)                                                   370 | P a g e  

the underlying complexity of the technology” [7].  Cloud computing essential characteristics are on-demand self service, 

resource pooling, broad network access, rapid elasticity, measured service, multitenancy,  productivity, performance. 

B. Cloud deployment models 

Cloud has following four models: 

 Private Cloud: Designed only for a particular enterprise. It can be hosted internally or externally, managed by third-

party or internally. It offers greater control and focuses more on data security. There are two variations for private 

cloud [8]: 

- On-premise Private Cloud: Also referred as internal clouds, are hosted within enterprise’s own data center, and is 

limited in terms of scalability and size. 

- Externally hosted Private Cloud: Hosted externally with a cloud provider which guarantee privacy. 

 Public Cloud:  Serves multiple tenants and provides pay-per-usage model. It offers services open for public use, but 

operated and owned by third party. Examples of such providers are Amazon AWS, Microsoft and Google.  

 Hybrid Cloud: Composition of two or more than two clouds from different service providers. 

C. Cloud service models 

It has three service models, i.e., Software as a service (SaaS), Platform as a service (PaaS), Infrastructure as a service 

(IaaS). 

 SaaS: Highest level service provides the access to application software often referred to as on-demand software. 

Examples: Google Apps, Microsoft Office 365, Hotmail, Gmail. 

 PaaS: Provides the computing platform, typically including operating system, programming language execution 

environment, database, web server.  Developers after developing their software solutions, run it on cloud platform. 

Examples: AWS Elastic Beanstalk, Windows Azure, Heroku, Force.com, Google App Engine, Apache Stratos.                                                                                                                                 

 IaaS:  Provides the computing infrastructure and platform (virtual-machine disk image library, block and file-based 

storage, firewalls, load balancers, IP addresses, virtual local area networks) to allow cloud user to run applications on 

their own computers, physical or virtual machines and other resources like Examples: Amazon EC2, Windows Azure, 

Rackspace, Google Compute Engine. 

Many other delivery models have been proposed like Taas, The table 1 given below shows some top cloud services 

according to the Skyhigh cloud adoption risk report q2 2014. Table 2 shows some top file sharing, collaboration, and social 

media cloud services [9].Various other delivery models have been suggested by other researchers like desktop as a service 

(DaaS), IT as a service (ITaaS) [10], Confidentiality as a service (CaaS) [11] and many more. 

File 

Sharing 

Collaboration Social media 

Dropbox Office 365 Facebook 

Google 

Drive 

Gmail Twitter 

Box Cisco Webex LinkedIn 

OneDrive GoogleDocs Seina Weibo 

eFolder Prezi Tumblr 
Table 2: Some top services by category 
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Top 10 enterprise 

cloud services 

Top 10 consumer 

cloud services 

Amazon Web 

Services 

Facebook 

Office 365 Twitter 

Salesforce Apple iCloud 

Cisco Webex Youtube 

Box Linkedln 

Yammer Dropbox 

ServiceNow Gmail 

SuccessFactors Google Docs 

Adobe Echosign Pinterest 

Liveperson Instagram 
Table 1: Top 10 consumers and enterprise cloud services 

 

III. CLOUD FORENSIC 

A. Challenges 

Cloud forensic is cross-disciplinary between digital forensics and cloud computing [12]. To investigate the crimes in the 

cloud environment, forensic experts have to carry out a digital forensic investigation. Digital forensics definition acc. to NIST: 

“Digital forensics is the application of science to the identification, collection, examination, and analysis of data while preserving 

the integrity of the information and maintaining a strict chain of custody for the data” [13]. Cloud forensics has been divided into 

three dimensional [14] challenges: 

 Technical dimension – involves media collection, data examination, information analysis, evidence reporting. It has 

few main areas to focus such as forensic data collection, evidence segregation, investigations in virtualized 

environment, proactive preparations, elastic, static and live forensics. 

 Organizational dimension – involves CSP, and the cloud customer. It has three main areas to focus such as segregation 

of duties, collaboration, policy. 

 Legal dimension – involves jurisdictional issues and multitenancy, service level agreement, multi-ownership. 

The data shown in figure 1 and figure 2 on next page, gives statistical analysis of main challenges and main opportunities 

that exist in cloud forensics. According to a survey conducted by cloud future 2011, Microsoft Research Redmond [15] , 

Jurisdiction is the topmost challenge in cloud forensics with 90.14% . Most valuable research direction is 88.57% in Designing 

forensic architecture for the cloud.  

 
Figure 1: Main challenges 
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Figure 2: Opportunities in cloud forensics 

B. Forensic tools 

At present there are over 130 free forensic tools [16] available which include file and data analysis, email analysis, data 

capture, Mac OS, file viewers, Mobile devices, internet analysis, registry analysis, Application analysis, abandonware, disk 

tools and many more but still digital forensics is one of the biggest challenge for forensic experts. Some common forensic tools 

are: EnCase, FTK, Wireshark for cross platform, DECAF, Cofee, X-ways. Cofee is developed by Microsoft. New techniques to 

prevent cloud crime are yet to be devised and hence poses a great challenge to the emerging paradigm of cloud technology 

C. Attacks known on cloud  

Type of attacks on cloud Attack possible on 

DOS Network and cloud 

infrastructure 

Theft of service Cloud infrastructure 

Cloud malware injection Cloud infrastructure 

Cross VM side channels Cloud infrastructure 

Targeted shared memory Cloud infrastructure 

Phishing Cloud infrastructure, 

network, access 

Botnets Cloud infrastructure, 

access and network 

Audio stegnography Cloud infrastructure and 

access 

VM rollback attack Cloud infrastructure and 

access 
Table 3: Possible attacks on cloud 

D. IDS Issues 

IDS monitor network or system activities for policy violations or malicious activities. IDS are divided into two main 

categories network based (NIDS) and host based (HIDS) intrusion detection systems. To protect data against network attacks 

mixed with and generate alerts when malicious or suspicious events are detected. Amongst alerts generated by IDS there are 

alerts that are false which get mixed with the true ones and thereby making it difficult for users to differentiate between them. 

There are alerts which IDS may miss; hence there is a need for alert correlation [18]. Gul et al highlights that encrypted data 

traffic cannot be detected by traditional IDS and Network IDS [19].  

Before introducing IDS to an organization, there are several issues to be considered. The entire process is not automated as 

thought. Werlinger et al [20] call for human interference. Initial installation is complex, needs detailed configuration specific to 

the organizations network requirements and characteristics [21]. All of this result in an increment in the overall cost [22].  

When the IDS is functional, more issues originate. Typical IDS generate log files for later analysis. This again calls for 

human interference [20]. The issue of storage of very large log files arises. System generated alerts require analysis, which can 

be performed manually or with the usage of GUI tools [23]. Logs inspection is easier with visual tools, however finer details can 

be missed that manual inspection is less likely to do. Hours of manual examination may fail sometimes in the inspection of finer 

details. Indeed a combination of both the methods would appear to be the best possible solution. Log analysis requires 
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interpretation of key characteristics and determining the earnestness of false positives. As Wagner points out [24] too many 

false positives detection in the alert log and users may lose overall faith in the IDS.  

Configuration of IDS requires technical expertise. IDS is expected to block all potential malicious packets that are detected. 

Such an action may indeed protect the internal network, but produces possibility of a Denial of Service occurring, whereupon a 

malicious attacker bombard the network with a large series of malicious packets. Configuring IDS is probable to be on-going 

throughout the lifetime of the device. IDS rule sets must be modified with change in threats. All this process needs knowledge 

about organization as well as human interference. 

Corona et al highlights Denial of Service and overstimulation and points that attacks coming from outside the network are 

also possible on IDS [25]. As a result, IDS cannot operate properly and is overwhelmed with false positive and false negative 

alerts. 

E. DHT implementationsin IDS 

       There are various routing implementations of DHT but famous are Pastry by Microsoft, Chord developed at MIT, Kademlia 

[26]. Pastry[27 ], Chord [28] and CAN are second generation Peer-to-Peer applications. Kademlia due to its simplicity has rare 

chances of improvement due to its parallel routing and better performance. On the other hand Pastry and Chord are more prone 

to changes due to their complex design, thereby giving chance to researchers to evolve. All these DHT implementations are 

prone to Sybil attacks [29]. BitTorrent, Napster, Gnutella all these Peer-to-Peer systems use DHTs. Amazon’s Dynamo use 

Chord. Applications like PAST [30] and SCRIBE [31] have been developed on top of Pastry. 

IV. CONCLUSION 

This paper presents and evaluates challenges posed by forensic world and opportunities in it. It also presents various DHT 

routing implementations being used in the Intrusion Detection System. DHT routing implementations like CORD and Pastry 

have much scope for the improvement in future and work shall be carried out in this field to make the base of IDS strong. 

Measures must be taken to deal with the arising issues in cloud forensics. The development of new forensic tools must be a 

good research area for practitioners and researchers to carry out forensics in an efficient way due to breach in confidentiality 

and data on cloud or a network. 
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