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Abstract: The purpose of Intrusion detection on server using data mining is to help network administrators using squid as
their proxy server to free their networks from malicious activities effectively. It will relieve them from tedious task of
monitoring huge logs and also save their time. This application will improve the ability of network administrators to
understand the unauthorized events of logs and take necessary action.
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. INTRODUCTION

Intrusion detection is the attempt to monitor and possibly prevent attempts to intrude into or otherwise compromise your
system and network resources. For a computer system attached to a network and perhaps even to the internet it is sensible to
allow access to that computer system from the network only by authorised people. An unauthorised access to that system should
not be allowed. A firewall or authentication system of some kind will be used to prevent unauthorised access. Sometimes,
however, simple firewall or authentication systems can be cracked. Intrusion detection is the set of mechanisms which deals
with unauthorised access to the computer. Intrusion detection systems should be able to take some steps to deny access to
would-be intruders.

The goal of intrusion detection is to discover intrusions into a computer or network, by observing various network activities
or attributes, given the explosive growth of the Internet and the increased availability of tools for attacking networks, intrusion
detection becomes a critical component of network administration. While such detection usually includes some form of manual
analysis, we focus on software systems for automating the analysis. The Existing system contains various tools for monitoring
squid log files and analysing them. The analysers such as sawmill, squint calamaris, webalizer, squidalizer, squeezer, scalar and
many more create reports based on information about Squid's internal performance and eficiency of relationship, finds
bottlenecks, shows data transfer speed, most visited sites, sorting by hit count or by bytes count. The advantage of the proposed
system over the existing system is to develop a system that provides misuse detection of intruders based on signature analysis.

The proposed Intrusion Detection system will be running on the server as compared to Existing system shown in Fig 1.
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Figure 1 Location of Intrusion Detection System in existing Systems
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I1. SYSTEM ARCHITECTURE

The paper deals with the development of NIDS [9] to detect intruders on squid proxy server by log analysis using data
mining.

This application will work as a combination of both misuse detection and anomaly detection methods.
The modules of the project are

e Pre-processing

e Log analysis

e  Detection

e Blocking

Access.log file will be configured to display the required parameters. It will be analyzed for patterns that are logged as a
result of intrusion. The detected intruder will be blocked using IP Tables rules which can be unblocked by the administrator.

Figure 2 depicts the block diagram of the System architecture of Intrusion Detection using Data Mining. The basic functions
includes

e When the system is initiated the User Interface will be displayed to the user.

e The user clicks the Start button to start the application.

e The logs are preprocessed to get required features.

e Signature analysis is performed for analyzing logs.

e ifanintruder is detected, its IP address will be blocked and logs will be refreshed.

e The blocked IP address of the intruder can be unblocked by the network administrator if not found malicious upon
investigation

Preprocessing—t»| | cature »|  Signature | Classification , Blocking
Selection Analysis and Detection
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Figure 2 Architecture of Implemented IDS
A. Preprocessing logs and Feature Selection

The logs are a valuable source of information about Squid workloads and performance. The logs record not only access

information, but also system configuration errors and resource consumption. There are several log file maintained by Squid.
cache.log - file contains the debug and error messages that Squid generates.

access.log - Most log file analysis program are based on the entries in this log
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Intrusion detection system uses squid proxy logs stored in access.Log file. These logs need to be preprocessed to be in
required format. The parameters required are kept and not required are deleted. The time and date of native log files in UTC

format are changed to dd/mm/ss:hh:mm:ss format as shown if figure 3

Mon 20:53

access.log (/var/log/squid) - gedit

File Edit View Search Tools Documents Help

- EOpen v %Save | @ ‘ Undo aa E ‘ Q Q

| ] access.log ¥ |

11/Apr/2012:12:25:34 +0530¢ 14173 172,16.4.25 TCP_MISS/@0Q O GET http://in.yahco.com/? - DIRECT/in.yahoo.com -

11/Apr/2012:12:25:39 +0530 1809 172,16.4.25 TCP_MISS/200 23915 GET http://www.google.co.in/ - DIRECT/74.125.236.24 text/html
11/Apr/2012:12:25:39 +0530 261 172.16.4.25 TCP_MISS/204 346 GET http://www.google.co.in/csi? - DIRECT/74.125.236.24 image/gif
11/Apr/2012:12:25:42 +0530 260 172.16.4.25 TCP_MISS/200 826 GET http://www.google.co.in/s? - DIRECT/74.125.236.24 application/json
11/Apr/2012:12:25:42 +0530 847 172.16.4.25 TCP_MISS/200 )22 GET http://www.google.co.in/s? - DIRECT/74.125.236.24 application/json
11/Apr/2012:12:25:42 +0530 198 172.16.4.25 TCP_MISS/20Q 810 GET http://www.google.co.in/s? - DIRECT/74.125.236.24 application/json
11/Apr/2012:12:25:43 +0530 186 172.16.4.25 TCP_MISS/204 329 GET http://www.google.co.in/gen_2047 - DIRECT/74.125.236.24 text/html
11/Apr/2012:12:25:43 +0530 185 172.16.4.25 TCP_MISS/200 830 GET http://www.google.co.in/s? - DIRECT/74.125.236.24 application/json
11/Apr/2012:12:25:43 +0530 1259 172.16.4.25 TCP_MISS/000 O GET http://www.google.co.in/s? - DIRECT/74.125.236.24 -
11/Apr/2012:12:25:44 +0530 991 172.16.4.25 TCP_MISS/200 14188 GET http://www.google.co.in/search? - DIRECT/74.125.236.24 application/

json

11/Apr/2012:12:25:45 +0530 238 172.16.4.25 TCP_MISS/204 346 GET http://www.google.co.in/csi? - DIRECT/74.125.236.24 image/gif
11/Apr/2012:12:26:26 +0530 1091 172.16.4.25 TCP_MISS/200 706 GET http://www.google.co.in/url? - DIRECT/74.125.236.24 text/html
11/Apr/26012:12:26:30 +0530 3711 172.16.4.25 TCP_MISS/304 471 GET http://en.wikipedia.org/wiki/Hello - DIRECT/208.80.154.225 text/html
11/Apr/2612:12:26:31 +0530 299 172.16.4.25 TCP_MISS/200 2638 GET http://en.wikipedia.org/w/index.php? - DIRECT/208.80.154.225 text/

javascript

11/Apr/2012:12:26:31 +0530 713 172.16.4.25 TCP_REFRESH_UNMODIFIED/304 76@ GET http://bits.wikimedia.org/en.wikipedia.org/load.php? -
DIRECT/208.80.154.234 text/javascript

11/Apr/2012:12:26:31 +0530 717 172.16.4.25 TCP_REFRESH UNMODIFIED/304 762 GET http://bits.wikimedia.org/en.wikipedia.org/load.php? -
DIRECT/208.80.154.234 text/javascript

11/Apr/2012:12:26:31 +0530 738 172.16.4.25 TCP_REFRESH_UNMODIFIED/304 752 GET http://bits.wikimedia.org/en.wikipedia.org/load.php? -
DIRECT/208.80.154.234 text/css

11/Apr/2012:12:26:31 +0530 757 172.16.4.25 TCP_REFRESH_UNMODIFIED/304 753 GET http://bits.wikimedia.org/en.wikipedia.org/load.php? -
DIRECT/208.80.154.234 text/css

11/Apr/2012:12:26:31 +0530 775 172.16.4.25 TCP_REFRESH_UNMODIFIED/304 549 GET http://upload.wikimedia.org/wikipedia/commons/thumb/f/fc/
Padlock-silver.svg/20px-Padlock -silver.svg.png - DIRECT/208.80.152.211 image/png

11/Apr/2012:12:26:31 +0530 1814 172.16.4.25 TCP_REFRESH_MODIFIED/200 6681 GET http://bits.wikimedia.org/en.wikipedia.org/load.php? -
DIRECT/208.80.154.234 text/javascript

11/Apr/2012:12:26:34 +0530 812 172.16.4.25 TCP_MISS/200 23915 GET http://www.google.co.in/ - DIRECT/74.125.236.24 text/html
11/Apr/2012:12:26:35 +0530 788 172.16.4.25 TCP_MISS/204 346 GET http://www.google.co.in/csi? - DIRECT/74.125.236.24 image/gif
11/Apr/2012:12:26:43 +0530 280 172.16.4.25 TCP_MISS/200 822 GET http://www.google.co.in/s? - DIRECT/74.125.236.24 application/json
11/Apr/2012:12:26:44 +0530 183 172.16.4.25 TCP MISS/204 329 GET http://www.google.co.in/gen 2047 - DIRECT/74.125.236.24 text/html v

>
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Figure 3 Squid Proxy Log file after preprocessing and feature selection

B. Signature Analysis
Intrusion detection system uses preprocessed squid proxy logs to detect the following types of attacks
e Detection of Internal users scanning or attacking outside systems

The logs are checked for multiple (5) 400 error codes from the same source ip within a small period of time(1 min). It

ignores jpeg , png and gif extensions
e  Detection of Internal users with worms, Trojans or virus.
The logs are checked for blst.php and xxx3.php combination in logs.
e Detection of Denial of Service attack.

The logs are checked fop the number of times a IP address has accessed the server. If an ip address has accessed server more
than 60 times in a minute. The IP is considered as a intruder.

e Detection of Policy violations attack

The logs are checked for the IP address who is trying to access the prohibited pages. It checks for multiple errors from the

same source ip. It checks for 401,403 and 407 error.
¢ Indication of an internal compromised system

The logs are checked for Multiple 500/600 error codes (server error).
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e Detection of Proxy misuse or access violations

The logs are checked for same ip and TCP_DENIED and 403 error codes combinations.

e Detection of Invalid users in the network

The logs are checked for the user does not have valid credentials, a log will be generated. It checks for multiple

authentication errors from the same source IP within a small period of time (1 min)

C. Classification and Detection

Intrusion detection system classifies the IP address into the categories mentioned in B based on the signature analysis and the

corresponding IP address is detected as a intruder.

D. Blocking

In blocking phase if the IP address falls under any of the categories mentioned in B which is detected as a intruder then that
IP address is blocked with the help Deny action of IP TABLES.

The system provides option for the network administrator to unblock a blocked IP address also by using the allow action of

IP TABLES upon investigation if it is not found to be malicious.

I11. IMPLEMENTATION RESULTS AND TESTING

The following are the Snapshots of the System upon implementation

A. Application User Interface on start up

Activities -ﬁuﬁ-detection_clas.s.ification_form

INTRUSION DETECTION SYSTEM

IF ADDRESS | ATTACK TYPE

| STATUS

| sTarT |

| clEar |

| aow |

Figure 4 Application Interface

B. IP Address blocked after detected for Various attacks

Activities Shils—detection_classification_form

INTRUSION DETECTION SYSTEM

IP ADDRESS ATTACK TYPE STATUS

172.16.4.25 HTTF ERROR ELOCKED
192.168.2.204 WORMS, TROJAN or... BLOCKED
172.16.4.23 FOLICY WVIOLATIONS ELOCKED
172.16.4.25 INTERMAL COMPRO... BLOCKED
172.16.4.20 INTERMAL COMPRO... BLOCKED
172.16.4.19 FROXY MISUSE OR ... BLOCKED
172.16.4.26 INWALID USERS IN ... BLOCKED

STOP | CLEAR | | ALLOW |

Figure 4 Blocked System Details
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C. Unblocking of Ip Address by network administrator upon investigation

Activities

Ids-detection_classification_form

INTRUSION DETECTION SYSTEM

IP ADDRESS | ATTACK TYPE | STATUS
172.16.4.25 HTTF ERRCR BLOCKED
192.168.2,.204 WORMS, TROJAN or... BLOCKED
172,16.4.23 FOLICY WIOLATIONS ELOCKED
172.16.4.25 INTERNAL COMPRO... BLOCKED
172.16.4.20
172.16.4.19 Message
172.16.4.26
6 172.16.4.25 has been Unblocked
sToP |
—

Activities

Fig. 5 Unblocking IP address

jds—-detection_classification_form

INTRUSION DETECTION SYSTEM

IP ADDRESS | ATTACK TYPE | STATUS |
172.16.4.25 HTTP ERROR BLOCKED 'y
192.168.2.204 WORMS, TROJAM or... BLOCKED

172,16.4.23 POLICY VIOLATIONS BLOCKED

172,16.4.25 INTERMAL COMPRO... UNBLOCKED
172,16.4.20 INTERMAL COMPRQ... BLOCKED
17216.4.19 PROXY MISUSE OR ... BLOCKED
172,16.4.26 INVALID USERS IN .., BLOCKED
STOP CLEAR ALLOW

D. Testing

Fig. 6 IP address Unblocked

Testing is the most important part of any software application. The developed intrusion detection system was tested using

different attack patterns and was found to be successful.

A. Conclusion

1VV. CONCLUSION

The system described in this paper is to develop a system that uses intrusion Detection to help network administrator save

time and stress caused in analyzing a log for detection of intruder from set of continuous generating logs.This application will

improve the working environment of networks by reducing the number of intrusions caused in the network.

This Application System will help network administrators to

1. Detect the intruder based on log analysis

2. Inform the administrator

3. Block the intruder from accessing the network

4. The administrator can unblock the intruder.
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B. Further Enhancements
» The System can be extended for different operating system proxy server.
» The reports based on various criteria’s in the network analysis can be generated
» The detection module can be extended to detect some more different types of intrusions
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