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Abstract: Cloud computing is a set of IT services that are provided to a customer over a network on a leased basis and with
the ability to scale up or down their service requirements. The main thing that grabs the organizations to adapt the cloud
technology is cost reduction through optimized and efficient computing. Cloud Computing provides an efficient and flexible
way for services to meet escalating business needs. Cloud-shared infrastructure and associated services make it cost effective
alternative to traditional approaches. Perhaps the biggest concerns about cloud computing are security and privacy. The idea
of handing over important data to another company worries some people. Corporate executives might hesitate to take
advantage of a cloud computing system because they can't keep their company's information under lock and key. In this
paper we present a study of different security issues and challenges that could occur in a cloud environment.
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I. INTRODUCTION
A cloud refers to a unique IT environment that is designed for the purpose of remotely provisioning scalable IT resources.
This can be achieved by the means of Infrastructure as a Service, Software as a Service and Platform as a Service .With inter net
access, organizations and individual users can acquire required computing resources, storage space and other services provided
by a cloud. It brings great elasticity to the users. As data which may be critical in nature are stored in cloud, users can access
their data from anywhere in the world using internet. No infrastructure is needed so no need to worry about disk failures which
results in reliability which is the main advantage of the cloud computing. Data can be shared between different users and games
can be played with other users of the system. Many companies such as Google, IBM, Amazon, Yahoo and Microsoft are
frontrunners in providing cloud computing services. Some organizations such as Rackspace, Facebook, Salesforce, Youtube etc
have started to provide all kinds of cloud services through internet in recent times. Currently there are three types of clouds as
shown in figure1, public clouds, private clouds and hybrid clouds. Private clouds are internal to an organization which provides
services to users who are related to that organization and are not accessible to general public. To endeavour a private cloud
project requires a momentous level and intensity of obligation to virtualize the business environment, and requires the
organization to re-evaluate decisions about existing resources. Private clouds provide cloud services to very restrictive set of
users.

Fig 1. Types of Clouds
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Private clouds are internal to an organization which provides services to users who are related to that organization and are

not accessible to general public. To endeavor a private cloud project requires a momentous level and intensity of obligation to
virtualize the business environment, and requires the organization to re-evaluate decisions about existing resources. Private
clouds provide cloud services to very restrictive set of users. Public clouds provide services to general public which includes a
large set of users and these clouds can be used by private players to scale-down and scale-up their requirements. Generally,
public cloud service providers like Microsoft, Amazon AWS and Google own and operate the infrastructure and offer access
only via Internet (direct connectivity is not offered)[1]. Hybrid cloud involves one or more public and/or private clouds [2].
Security in private clouds or public clouds is easier as it consists of a single service provider. In hybrid cloud involving multiple
public and private clouds providing security is not as simple as providing security in individual clouds. Service delivery in
Cloud Computing comprises three different service models [3], namely Infrastructure-as-a-Service (IaaS), Platform-as-a-Service
(PaaS), and Software-as-a-Service (SaaS).

Fig 2. Cloud Computing Stack [4]

1.

Software as a Service

SaaS is a way of delivering applications over the Internet—as a service. Instead of installing and maintaining software, you
simply access it via the Internet, freeing yourself from complex software and hardware management. Since SaaS provides
option for paying a monthly fee, it allows organizations to access business functionality at a cost typically less than paying for
licensed applications. Cloud users have the authorization to use it for a period of time and pay for the software that they are
using. Salesforce.com, which relies on the SaaS model, offers business productivity applications (CRM) that reside completely
on their servers, allowing customers to customize and access applications on demand.
Characteristics in Software as a Service are as below [5]

2.



Network or Online Access



Centralized Management



Powerful Communication Features

Infrastructure As A Service

IaaS is defined as computer infrastructure, such as virtualization, being delivered as a service. Infrastructure as a Service is
a provision model in which an organization outsources the equipment used to support operations, including storage, hardware,
servers and networking components. IaaS is the virtual delivery of computing resources in the form of hardware, networking,
and storage services.
Characteristics in Infrastructure as a Service are as below [4]
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Dynamic scaling



Advance Reservation of Capacity



Service-Level Agreement



Geographic distribution of data centers

Platform As A Service

In addition to infrastructure-oriented clouds that provide raw computing and storage services, another approach is to offer a
higher level of abstraction to make a cloud easily programmable, known as Platform as a Service (PaaS). A cloud platform
offers an environment on which developers create and deploy applications and do not necessarily need to know how many
processors or how much memory that applications will be using. In addition, multiple programming models and specialized
services are offered as building blocks to new applications. Google AppEngine, an example of PaaS, offers a scalable
environment for developing and hosting Web applications, which should be written in specific programming languages such as
Python or Java, and use the services’ own proprietary structured object data store [4].
Characteristics in Platform as a Service are as below [4]


Support multiple programming languages.



Persistence Options



Minimize operational costs



Easy collaboration

Following is a brief comparison of Service Models as in [6]
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II. SECURITY ISSUES IN CLOUD ENVIRONMENT

IaaS (Infrastructure as a Service), PaaS (Platform as a Service), and SaaS (Software as a Service) are three general models
of cloud computing. Each of these models possesses a different impact on application security. However, in a typical scenario
where an application is hosted in a cloud, two broad security questions that arise are [7]:


How secure is the Data?



How secure is the Code?

Cloud computing environment is generally assumed as a potential cost saver as well as provider of higher service quality.
Security, Availability, and Reliability is the major quality concerns of cloud service users. Gens et. al., suggests that security in
one of the prominent challenge among all other quality challenges.
The following outlines some of the primary concerns that enterprises should be aware of when planning their cloud
computing deployments [7]:
1.

Confidentiality:

Confidentiality refers to keeping data private. Privacy is of tent amount importance as data leaves the borders of the
organization. Not only must internal secrets and sensitive personal data be safeguarded, but metadata and transactional data can
also leak important details about firms or individuals. Confidentiality is supported by, among other things, technical tools such
as encryption and access control, as well as legal protections.
2.

Assurance:

Assurance refers to the need for a system to behave as expected. In the cloud context, it is important that the cloud provider
provides what the client has specified. This is not simply a matter of the software and hardware behaving as the client expects
but that the needs of the organization are understood, and that these needs are accurately translated into information architecture
requirements, which are then faithfully implemented in the cloud system. Assurance is supported by a trusted computing
architecture in the cloud, and a by careful processes mapping from business case to technical details to legal agreements.
3.

Unencrypted Data:

Data encryption is a process that helps to address various external and malicious threats. Unencrypted data is vulnerable for
susceptible data, as it does not provide any security mechanism. These unencrypted data can easily be accessed by unauthorized
users [8].
4.

Authentication:

User authentication is often the primary basis for access control, keeping the bad guys out while allowing authorized users
in with a minimum of fuss. In the cloud environment, authentication and access control are more important than ever since the
cloud and all of its data are accessible to anyone over the Internet. Trusted Computing enables authentication of client PCs and
other devices, which also is critical to ensuring security in cloud computing.
5.

Resilience:

Resilience in a system allows it to cope with security threats, rather than failing critically. Cloud technology can increase
resilience, with a broader base, backup data and systems, and the potential identify threats and dynamically counteract.
However, by shifting critical systems and functions to an outside party, organizations can aggravate resilience by introducing a
single point of failure. Resilience is supported by redundancy, diversification and real-time forensic capacity.
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Virtualization:

Virtualization is one of the main components of a cloud. Virtual machines are dynamic in nature so that it is difficult to
maintain security consistency. Vulnerabilities or configuration errors may be generated easily. The main issue in virtual
machine is to keep maintaining the security state for a given time [9]

[10].

III. CHALLENGES IN CLOUD ENVIRONMENT
Following are the few main challenges as per [7]
1.

Administrative Access to Servers and Applications:

One of the most important characteristics of cloud computing is that it offers “self-service” access to computing power,
most likely via the Internet. In traditional data centers, administrative access to servers is controlled and restricted to direct or
on-premise connections. In cloud computing, this administrative access must now be conducted via the Internet, increasing
exposure and risk. It is extremely important to restrict administrative access and monitor this access to maintain visibility of
changes in system control.
2.

Encryption and Data Protection:

Many regulations and standards such as the PCI DSS and HIPAA include requirements for the use of encryption to protect
critical information—such as cardholder data and personally identifiable information (PII)—to achieve compliance or safe
harbour in the event of a breach. The multi-tenant nature of the cloud amplifies these requirements and creates unique
challenges with the accessibility and protection of encryption credentials used to ensure data protection.
3.

Data Protection:

To be considered protected, data from one customer must be properly segregated from that of another; it must be stored
securely when “at rest” and it must be able to move securely from one location to another. Cloud providers have systems in
place to prevent data leaks or access by third parties. Proper separation of duties should ensure that auditing and/or monitoring
cannot be defeated, even by privileged users at the cloud provider.
4.

Availability:

Cloud providers assure customers that they will have regular and predictable access to their data and applications.
5.

Transparency:

Security measures assumed in the cloud must be made available to the customers to gain their trust. There is always a
possibility that the cloud infrastructure is secured with respect to some requirements and the customers are looking for a
different set of security. The important aspect is to see that the cloud provider meets the security requirements of the application
and this can be achieved only through 100% transparency.
IV. CONCLUSION
Cloud computing is a set of IT services that are provided to a customer over a network on a leased basis and with the ability
to scale up or down their service requirements. Cloud Computing provides an efficient and flexible way for services to meet
escalating business needs. Cloud-shared infrastructure and associated services make it cost effective alternative to traditional
approaches. Perhaps the biggest concerns about cloud computing are security and privacy. In this paper we present a study of
different security issues and challenges that could occur in a cloud environment. We also present as brief overview of cloud
service models and also compare them. Few security and challenges that could occur in a cloud environment is given.
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