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Abstract: Data hiding in our proposal is applied to achieve the goals of hiding the secret data into a Side-Match Vector
Quantization (SMVQ) compressed image and lossless reconstruction of the original image. The secret data is hidden in
compressed codes of the cover image during the encoding process of SMVQ such that the interceptors will never capture the
secret information. Together the functions of data hiding and image compression can be integrated together into one single
module. Complex blocks are used here to control the visual distortion and error diffusion caused by the progressive
compression.. It helps provide higher hiding capacity and maintain the size of the encoded image same as that of the original
image. We use the original image captured on comparison with the trusted image in applying the combination of both the
global and local features. In our experimental results, the image quality of color host image with the secret data embedded is
better compared with other methods. This scheme has an overall satisfactory performance for hiding capacity, compression
ratio and decompression quality.
Keywords: Data Hiding, SMVQ, Image compression, Lossless reconstruction, Complex blocks.
I. INTRODUCTION
Data hiding involves embedding significant data into various forms of digital media such as text, audio, image and video
secretly. It has been widely used in applications of copyright protection, fingerprinting and secret communication. The purpose
of data hiding techniques is different from that of traditional cryptography or watermarking techniques. Cryptography encrypts
messages into meaningless data while watermarking is utilized to protect the copyright. Data hiding technique covers the secret
information with the host media as camouflage and is considered as an extension of traditional cryptography.
Data hiding in images
Data hiding in images presents a variety of challenges that arise due to the way the human visual system (HVS) works and
the typical modifications that images undergo. Additionally, still images provide a relatively small host signal in which to hide
data. A fairly typical 8-bit picture provides approximately 40 kilobytes of data space in which to work. This is equivalent to
only around 5 seconds of telephone-quality audio or less than a single frame of NTSC television. Also, it is reasonable to expect
that still images will be subject to operations ranging from simple affine transforms to nonlinear transforms such as cropping,
blurring, filtering, and lossy compression. Practical data-hiding techniques need to be resistant to as many of these
transformations as possible. Despite these challenges, still images are likely candidates for data hiding. There are many
attributes of the HVS that are potential candidates for exploitation in a data-hiding system, including our varying sensitivity to
contrast as a function of spatial frequency and the masking effect of edges (both in luminance and chrominance).
Data hiding in an image involves embedding a large amount of secret information into a cover image with minimal
perceptible degradation of image quality. However, the hiding capacity for secret data and the distortion of the cover image are
a tradeoff since more hidden data always results in more degradation on the visual quality of the cover image. Moreover, when
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data hiding is implemented on the compressed domain of image, the hiding capacity and the visual quality of cover images can
be further restricted. During the last decade, vector quantization (VQ) has emerged as an efficient method in image
compression. One specific feature of VQ is that high compression ratios are possible with relatively small block sizes.
With the rapid development of Internet technology, people can transmit and share digital content with each other
conveniently. In order to guarantee communication efficiency and save network bandwidth, compression techniques can be
implemented on digital content to reduce redundancy, and the quality of the decompressed versions should also be preserved.
Nowadays, most digital content, especially digital images and videos, are converted into the compressed forms for transmissio n.
Another important issue in an open network environment is how to transmit secret or private data securely. Even though
traditional cryptographic methods can encrypt the plaintext into the cipher text , the meaningless random data of the cipher text
may also arouse the suspicion from the attacker. To solve this problem, information hiding techniques have been widely
developed in academic and industry, which can embed secret data into the cover data imperceptibly. Due to the prevalence of
digital images on the Internet, how to compress images and hide secret data into the compressed images efficiently in-depth
study.
Applications
Two important uses of data hiding in digital media are to provide proof of the copyright, and assurance of content integrity.
Therefore, the data should stay hidden in a host signal, even if that signal is subjected to manipulation as degrading as filtering,
re- sampling, cropping, or lossy data compression. Other applications of data hiding, such as the inclusion of augmentation data,
need not be invariant to detection or removal, since these data are there for the benefit of both the author and the content
consumer. Thus, the techniques used for data hiding vary depending on the quantity of data being hidden and the required
invariance of those data to manipulation. Since no one method is capable of achieving all these goals, a class of processes is
needed to span the range of possible applications.
II. EXISTING STUDIES
Among the many image compression techniques that have been proposed Vector Quantization is one of the popular. In
2003, Du and Hsu proposed an adaptive data hiding method for VQ compressed images [18], which can vary the embedding
process according to the amount of hidden data. In this method, the VQ codebook was partitioned into two or more sub code
books, and the best match in one of the sub code books was found to hide secret data. In order to increase the embedding
capacity, a VQ-based data-hiding scheme by codeword clustering technique was proposed in [19]. The secret data were
embedded into the VQ index table by codeword-order-cycle permutation. Inspired by [18], [19], Lin et al. adjusted the predetermined distance threshold according to the required hiding capacity and arranged a number of similar code words in one
group to embed the secret sub-message. The search-order coding (SOC) algorithm was proposed by Hsieh and Tsai, which can
be utilized to further compress the VQ index table and achieve better performance of the bit rate through searching nearby
identical image blocks following a spiral path [21]. Some steganographic schemes were also proposed to embed secret data into
SOC compressed codes [22].
However, in all of the above mentioned schemes, data hiding is always conducted after image compression, which means
the image compression process and the data hiding process are two independent modules on the server or sender side. Under
this circumstance, the attacker may have the opportunity to intercept the compressed image without the watermark information
embedded, and the two independent modules may cause a lower efficiency in applications. Thus, in this work, we not only
focus on the high hiding capacity and recovery quality, but also establish a joint data-hiding and compression (JDHC) concept
and integrate the data hiding and the image compression into a single module seamlessly, which can avoid the risk of the attack
from interceptors and increase the implementation efficiency. The proposed JDHC scheme in this paper is based on SMVQ and
image in painting. On the sender side, except for the blocks in the leftmost and topmost of the image, each of the other residual
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blocks in raster-scanning order can be embedded with secret data and compressed simultaneously by SMVQ or image in
painting adaptively according to the current embedding bit. VQ is also utilized for some complex residual blocks to control the
visual distortion and error diffusion caused by the progressive compression. After receiving the compressed codes, the receiver
can segment the compressed codes into a series of sections by the indicator bits. According to the index values in the segmented
sections, the embedded secret bits can be extracted correctly, and the decompression for each block can be achieved
successfully.
The rest of this paper is organized as follows. Section III describes the proposed concept, SMVQ Technique in detail.
Experimental results and analysis are provided in Section IV, Conclusions are briefed in Section V .
III. PROPOSED SYSTEM
In the proposed scheme, rather than two separate modules, only a single module is used to realize the two functions, i.e.,
image compression and secret data embedding, simultaneously. The image compression in our JDHC scheme is based mainly
on the SMVQ mechanism. According to the secret bits for embedding, the image compression based on SMVQ is adjusted
adaptively by incorporating the image in painting technique. After receiving the secret embedded and compressed codes of the
image, one can extract the embedded secret bits successfully during the image decompression.

Fig.1. Block Diagram of SMVQ

A. Image Compression Technique
In our scheme, the sender and the receiver both have the same codebook _ with W code words, and each codeword length is
n2. Denote the original uncompressed image sized M × N as I, and it is divided into the non-overlapping n × n blocks. For
simplicity, we assume that M and N can be divided by n with no remainder. Denote all k divided blocks in raster scanning order
as Bi, j, where k = M × N/ n2, i = 1,2, . , M/n and j = 1,2, .N/n. Before being embedded, the secret bits are scrambled by a
secret key to ensure security. The blocks in the leftmost and topmost of the image I, i.e.,Bi,1(i = 1, 2, . . . , M/n) and B1, j ( j =
2, 3, . . . , N/n), are encoded by VQ directly and are not used to embed secret bits. The residual blocks are encoded progressively
in raster scanning order, and their encoded methods are related to the secret bits for embedding and the correlation between their
neighboring blocks. The block diagram of the processing for each residual block is illustrated in Fig 1.
B. Secret Data Embedding Algorithm
The algorithm of secret data embedding into the JPEG compressed image includes the following steps.
1. Apply entropy decoding to the JPEG compressed image. For each block, Step 2 and Step 3 are then executed.
2. Let F be the quantized DCT block with F(i, j) denoting the (i, j)th entry of F, where 0 _ i, j < 8. For each |F(i, j)| > 1,
calculate E(i, j) in Eq. 3. Embed the secret data with length E(i, j) in the LSBs of F(i, j).
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3. If the block is a uniform block, a 0 bit is embedded in the last AC coefficient. Otherwise, a 1 bit is embedded in the last AC
coefficient.
4. Put the modified quantization table in the header of the JPEG file, and then apply JPEG entropy encoding. This way, the
stego-image is produced.
In our scheme, a PDE-based image inpainting method using the fluid dynamics model is adopted [34]. Denote Bχ as the
region including the current block Bx,y that needs compression by inpainting and the available neighboring region of Bx,y. Let
Bχ (ξ, η) be the gray value of Bχ in the coordinate (ξ, η). The Laplacian Bχ (ξ, η) is used as a smoothness measure of the region
Bχ . By analogizing the inpainting process as the fluid flowing and imitating the practice of a traditional art professional in the
manual retouching, details in the unknown region may be created through propagating the available information in the
surrounding areas into the unknown region along isophote directions. The field of isophote is defined as:

Where i and j are unit directional vectors. Clearly, variations in image gray values are minimal along the isophote
directions.Having finished the inpainting process, ∇⊥Bχ (ξ, η) should be normal to the gradient of the smoothness Bχ(ξ, η):

The scalar product in the above equation indicates projection of the smoothness change onto the direction of isophote. If we
let the projection value be equal to the change of image gray values with respect to time t, the following PDE can be acquired.

By using the finite difference method, we can obtain a discretized iteration algorithm to solve the PDE. Information
propagation of this inpainting model finishes until the gray values in Bx,y reach stable state. Consequently, the recovered
effectively without serious blurring on edges.Consequently, when s = 1, in order to indicate that block Bx,y is processed by
inpainting and differentiate from the index λ produced by SMVQ, the index value R occupying log2(R + 1) bits is used as the
compressed code of Bx,y (R > λ). For simplicity, we assume that log2(R + 1) is an integer and _log2 R_ ≡ log2(R + 1). After the
current block Bx,y is processed, the following block in raster-scanning order repeats the above procedure. Note that each
processed block should be substituted with its corresponding decompressed result, i.e., VQ codeword, SMVQ codeword, or
inpainting result, for the success of progressive mechanism. The whole procedure of image compression and secret data
embedding finishes until all residual blocks are processed. Then, the compressed codes of all image blocks are concatenated and
transmitted to the receiver side.
C. Data Extracting Algorithm

Fig.2. Block Diagram of Data extracting algorithm
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The block diagram of the proposed data extracting algorithm is illustrated in Fig.2. The details of the extracting algorithm

at the receiver are given as follows.
Input: the smooth codebook Y0 = {y00, y01, . . . , y0p−1}, the complex codebook Y1 = {y10, y11, . . . , y1q−1}, and the
received bit stream (including side information and VQ indices). Relative parameters: the side-match state code book size r.
Step 1. Let the currently processed (decoded) image block be xi, extract the first bit from the received bit stream.
Step 2. If the extracted bit is ‘0’, then the master codebook for xi is codebook Y0 and examine the next bit in the received bit
stream. Otherwise, the master codebook for xi is codebook Y1 and go to step 4.
Step 3. If the next bit is ‘0’, remove this next bit and extract the succeeding log2 p bits from the received bit stream. Use the
log2 p bits and codebook Y0 to decode block xi by VQ. Otherwise, remove this next bit and extract the succeeding log2 r bits
from the received bit stream. Generate the side match state codebook S i from codebook Y0, and decode xi, using the log2 r bits
based on SMVQ. Collect the log2 r bits as part of the secret bit stream.
Step 4. Extract the succeeding log2 q bits from the received bit stream. Use the log2 q bits and codebook Y1 to decode block xi
by VQ directly.
Step 5. If there exists image blocks to be processed, go to step 1.
Step 6. Merge the collected bits to obtain the whole secret bit stream.

Fig.3. Six standard test images
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IV. EXPERIMENTAL RESULTS AND ANALYSIS
Experiments were conducted on a group of gray-level images to verify the effectiveness of the proposed scheme. In the

experiment, the sizes of the divided non-overlapping image blocks were 4 × 4, i.e., n = 4. Accordingly, the length of each
codeword in the used VQ codebooks was 16. The parameter R was set to 15. Six standard, 512 × 512 test images, i.e., Lena,
Airplane, Lake, Peppers, Sailboat, and Tiffany, are shown in Figure 3. Besides these six standard images, the uncompressed
color image database (UCID) that contains 1338 various color images with sizes of 512 × 384 was also adopted. The luminance
components of the color images in this database were extracted and used in the experiments. The performances of compression
ratio, decompression quality, and hiding capacity for the proposed scheme were evaluated. All experiments were implemented
on a computer with a 3.00 GHz AMD Phenom II processor, 2.00 GB memory, and Windows 7 operating system, and the
programming environment was Matlab 7.

Fig.4. Labels of Image blocks with different Thresholds(T)

In the proposed scheme, the hiding capacity and the visual quality of cover images are mainly affected by the three
parameters, the variance threshold THvar, the side match distortion threshold THsmd, and the side-match state code book size r.
These parameters are adjusted based on the amount of hidden data and the characteristic of cover image. They can be used as
keys for secret data extraction as well. If THvar is set with a larger value, more blocks will be treated as smooth blocks and,
consequently, more secret data can be hidden into a cover image. However, since more blocks are directly predicted by the
proposed scheme, the visual quality of cover image will be degraded. If THsmd is given as a larger value, more smooth blocks
will be selected for hiding data. Therefore, the hiding capacity increases and the visual quality decrease for the cover image. If r
is assigned to be a larger value, more code words are included into the state codebook and the selected smooth blocks will be
encoded (predicted) more randomly. Accordingly, the visual quality of cover image degrades while the hiding capacity
increases.

Fig.5. Hiding results with various Hidden data
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Besides, we employed the peak signal-to-noise ratio (PSNR) as a measure of the stego-image quality. It is defined as

follows:

Where MSE is the mean-square error. For an N × N image, its MSE is defined as,

Here, x[i, j] and ¯x[i, j] denote the original and decoded gray levels of the pixel [i, j] in the image, respectively. A larger
PSNR value means that the stego-image preserves the original image quality better.
Our method employs the capacity factors α to control the level of embedding capacity. Users can adjust it to balance
between the image quality (PSNR) and the embedding capacity. If the capacity factor is selected as a large number, then the
embedding capacity can be raised, but the cost is that the compression ratio of the image gets low. Through quite a number of
experiments, the capacity factor α is finally selected for uniform blocks, and 1.2 ∗ α for non-uniform blocks. They apply to a
wide variety of images. In addition, we also conducted some experiments to show the flexibility of our method.

Table.1.Comparison of embedding capacity in Lena

Table.2.Comparison of embedding capacity in Airplane

Experimental results in Tables 1 are for the Lena image compressed by JPEG with a Q factor of 5. Tables 2 is for the Jet
image which compressed by JPEG with a Q factor of 5. We selected a proper capacity factor so that our embedding capacity is
about the same as that of Jpeg–Jsteg, and the results showed that the stego-image quality of our method was as good as that of
Jpeg–Jsteg. However, the size of the compressed file produced by our method was a bit larger than that of Jpeg–Jsteg because
we embedded one bit in the last AC component to indicate the block type. But the size of the compressed file did not expand
when the embedding capacity increased. Generally speaking, our experimental results show that the proposed method is able to
achieve the embedding capacity of around 20% of the stego-image with little or no noticeable degradation of image quality
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when the compression ratio is low. Of course the embedding capacity is lower when the compression ratio increases. We can
find from Tables 1 and 2 that, compared with the standard VQ method, the proposed scheme can achieve the comparable visual
quality of decompressed images and obtain greater compression ratios. The standard SMVQ method has the exactly same
compression ratio with the proposed scheme. However, the standard SMVQ method can not carry secret information within its
compressed codes. Our scheme not only can carry a large amount of secret bits within the compressed codes as shown in Table
I, but also achieves higher decompression quality than the standard SMVQ method due to the satisfactory recovery property of
image inpainting. Although the scheme in [27] can embed more secret bits than our scheme, our scheme has better performance
of compression ratio and significantly higher decompression quality than [27]. Furthermore, the proposed scheme can realize
data-hiding and image compression simultaneously in a single module, i.e., joint data hiding and compression.
V. CONCLUSION
In this paper, a high capacity data hiding method is proposed. Our method embeds a joint data-hiding and compression
scheme by using SMVQ and PDE-based image inpainting. The blocks, except for those in the leftmost and topmost of the
image, can be embedded with secret data and compressed simultaneously, and the adopted compression method switches
between SMVQ and image inpainting adaptively according to the embedding bits. VQ is also utilized for some complex blocks
to control the visual distortion and error diffusion. On the receiver side, after segmenting the compressed codes into a series of
sections by the indicator bits, the embedded secret bits can be easily extracted according to the index values in the segmented
sections, and the decompression for all blocks can also be achieved successfully by VQ, SMVQ, and image inpainting. Ours is
an adaptive data hiding method with which one can adjust capacity factor to balance between the image quality and the
embedding capacity dynamically. Furthermore, the proposed method is securer than most of its predecessors.
Experimental results show that our method indeed provides acceptable image quality and adjustable embedding capacity.
High embedding capacity of around 20% of the JPEG compressed image size is achieved with little noticeable degradation of
image quality when the compression ratio is low. The proposed method is very practical for most image files that are stored and
transmitted in the JPEG format.
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