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Abstract: Web search engines help users find useful information on the World Wide Web (WWW). However, when the same 

query is submitted by different users, typical search engines return the same result regardless of who submitted the query. A 

search engine infrastructure must be able to provide the same quality of service to all queries received during a day. To 

receive personalized web services, the user has to provide personal information and preferences, in addition to the query 

itself, to the web service. However, detailed personal information could identify the sender of sensitive queries, thus 

compromise user privacy. Long-term search history contains rich information about a user’s search preferences, which can 

be used as search context to improve retrieval performance. The user profiles for particular users are stored on the clients, 

thus preserving privacy to the users.  The design adopts the server-client model in which user queries are forwarded to a 

server for processing the training and re-ranking quickly. We implement a working prototype of the clients on the Google 

platform. 
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I. INTRODUCTION 

The customized privacy requirements on a user profile. Provide framework for privacy reserving profile generalization. 

Provide protection against a typical model of privacy attack, namely eavesdropping. We can perform the personalized web 

search. In this module, user enter query to retrieve the results from server. We can analyze whether the query is personalized or 

general. In this module, online profiler collect information from the user Then convert the profile to generalized profile 

Generalized profile contains the details about search experience and search history  GreedyDP algorithm This algorithm used to 

improve the search results  so we create the Taxonomy repository for quick access. Implement the prune leaf function to remove 

unwanted search results. GreedyIL algorithm improves the efficiency of the generalization using heuristics based on numerous 

answers. One significant discovery is that any prune-leaf operation reduces the discriminating power of the profile. In existing 

system implement the profile-Based Personalization techniques. It leads high cost in communication and cryptography. May 

chances to reveals the user profiles to others. The existing profile-based PWS do not support runtime profiling. The existing 

methods do not take into account the customization of privacy requirements. Personalization is the process of presenting the 

right information to the right user at the correct instant. In order to study on a user, systems must gather personal data, 

investigate it, and accumulate the consequences of the analysis in a user profile. Data can be composed from users in two 

traditions: unambiguously, for instance ask for comment such as preferences or ratings; or perfectly, for instance detect user 

behaviors such as the time spent reading an on-line document. Many personalization techniques require iterative user 

interactions when creating personalized search results. Generalize profiles for each query according to user-specified privacy 

requirements. We can minimize the information loss in personalized web search system. Providing protection against a typical 
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model of privacy attack, namely eavesdropping. We implement the UPS system, it consist a nontrusty search engine server and 

a number of clients. Each client (user) accessing the search service trusts no one but himself or herself. The key component for 

privacy protection is an online profiler implemented as a search proxy running on the client machine itself. We developed two 

simple but effective GreedyIL, GreedyDP and generalization algorithms, to support runtime profiling. We provided an 

inexpensive mechanism for the client to decide whether to personalize a query in UPS. 

II. RELATED WORK 

Z. Dou, R. Song, and J.-R. Wen et al [1]. Although personalized search has been proposed for many years and many 

personalization strategies have been investigated, it is still unclear whether personalization is consistently effective on different 

queries for different users, and under different search contexts. In this paper, we study this problem and get some preliminary 

conclusions. We present a large-scale evaluation framework for personalized search based on query logs, and then evaluate five 

personalized search strategies using 12-day MSN query logs. By analyzing the results, we reveal that personalized search has 

significant improvement over common web search on some queries but it also has little effect on other queries. It even harms 

search accuracy under some situations. Furthermore, we show that straightforward click-based personalization strategies 

perform consistently and considerably well, while profile-based ones are unstable in our experiments. We also reveal that both 

long-term and short-term contexts are very important in improving search performance for profile-based personalized search 

strategies. 

J. Teevan, S.T. Dumais, and E. Horvitz, et al [2] .We formulate and study search algorithms that consider a user's prior 

interactions with a wide variety of content to personalize that user's current Web search. Rather than relying on the unrealistic 

assumption that people will precisely specify their intent when searching, we pursue techniques that leverage implicit 

information about the user's interests. This information is used to re-rank Web search results within a relevance feedback 

framework. We explore rich models of user interests, built from both search-related information, such as previously issued 

queries and previously visited Web pages, and other information about the user such as documents and email the user has read 

and created. Our research suggests that rich representations of the user and the corpus are important for personalization, but that 

it is possible to approximate these representations and provide efficient client-side algorithms for personalizing search. We 

show that such personalization algorithms can significantly improve on current Web search. 

III. PROFILE BASED PERSONALIZED SEARCH 

Personalization is the process of presenting the right information to the right user at the correct instant. In order to study on 

a user, systems must gather personal data, investigate it, and accumulate the consequences of the analysis in a user profile. Data 

can be composed from users in two traditions: unambiguously, for instance ask for comment such as preferences or ratings; or 

perfectly, for instance detect user behaviors such as the time spent reading an on-line document. 

The existing profile-based PWS do not support runtime profiling. A user profile is normally comprehensive for only one 

time offline, and utilized to personalize all queries from a same user indiscriminatingly. Such “one profile fits all” strategy 

certainly has drawbacks given the variety of queries. The existing methods do not take into account the customization of privacy 

requirements. This possibly creates several user privacy to be overprotected while others insufficiently protected. For example, 

all the sensitive topics are detected using an absolute metric called surprisal based on the information theory, supposing that the 

interests with fewer user document supports are more sensitive. Many personalization techniques require iterative user 

interactions when creating personalized search results. They typically process the search results with some metrics which 

require multiple user communications, such as average rank, rank scoring, and so on. 
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Figure 2: Attack model of personalized web search 

IV. GREEDY DP ALGORITHM 

In this proposed the prototype of UPS, in concert with a greedy algorithm GreedyDP named as Greedy Utility to support 

online profiling based on predictive metrics of personalization utility and privacy risk. Greedy algorithm GreedyDP works in a 

bottomup manner. The main problem of GreedyDP is that it requires recomputation of all candidate profiles generated from 

attempts of prune-leaf manner. Formally, we denote by Gi+1 the process of pruning leaf t from Gi to obtain Gi+1. Obviously, 

the optimal profile G * can be generated with a finite-length transitive closure of prune-leaf. The first greedy algorithm 

GreedyDP workings in a bottomup manner. Starting from G0, in every ith iteration, GreedyDP chooses a leaf topic tЄTGi(q) for 

pruning, trying to maximize the utility of the output of the current iteration, namely Gi+1. During the iterations, we also keep a 

best profile- so-far, which indicates the Gi+1 having the highest discriminating power while satisfying the δ-risk constraint. The 

iterative process terminates when the profile is generalized to a root-topic. The best-profile- so-far will be the ending result (G*) 

of the algorithm. The major difficulty of GreedyDP is that it requires recomputation of all candidate profiles (together with their 

discriminating power and privacy risk) generated from attempts of prune-leaf on all tЄTGi(q). This causes significant memory 

requirements and computational cost.  

 
Figure 1: Two cases of prune-leaf on a leaf t 

 

V. GREEDY IL ALGORITHM 

In this proposed a new profile generalization algorithm called GreedyIL. The GreedyIL algorithm improves the efficiency 

of the generalization using heuristics based on several conclusions. One main decision is that any prune-leaf operation reduces 

the discriminating power of the profile. In extra words, the DP displays monotonicity by prune-leaf. GreedyIL further reduces 

this measure with Heuristic. The greater the privacy threshold, the less iterations the algorithm needs.  
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Web search Engine 

Web search engines profile their users by storing and analyzing past searches present by them. To concentrate on this 

privacy threat, current solutions suggest fresh mechanisms that introduce a high cost in terms of computation and 

communication. It is important to monitor the personalization utility during the generalization. Web search is considered a 

promising solution to improve the performance of generic web search. Web search can provide different search results for 

different users or organize search results differently for every user, base ahead their interests, favorite, and information needs. 

Web search differs from generic web search, which returns identical research results to all users for the same queries, despite of 

varied user interests and information needs.Using the running example, profiles Ga and Gb might be generalized to smaller root 

subtrees. However, over simplification may reason uncertainty in the personalization, and eventually lead to rich seek results. 

Monitoring the usefulness would be potential only if we perform the generalization at runtime. In this module, we improve the 

results based on search experience and profession based results. Our experimental results provide the efficient privacy based 

search results. 

 

Figure 2: System Architecture 
 

VI. CONCLUSION 

The main problem in search is there is less communication between the user and the search engines are limited. In this 

paper introduced personalize web search that help to extract the details and learn it from the user’s profile search. To observe 

the user profile that help to retrieve the effective information that queries are given by the user. In the proposed there are two 

algorithm’s DP and IL that help to reduce that the personal information exposed in the web browser. Then also the algorithms 

help to rank the site by the user use. For future work, we will try to resist adversaries with broader background knowledge, such 

as richer relationship among topics or capability to capture a series of queries from the victim. We will also seek more 

sophisticated method to build the user profile, and better metrics to predict the performance of UPS.   
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