ISSN: 2321-7782 (Online)
Volume 2, Issue 10, October 2014

International Journal of Advance Research in

Computer Science and Management Studies

Research Article / Survey Paper / Case Study
Available online at: www.ijarcsms.com

Hiding Copyright Mark in Images using Watermarking

Technique
Ramandeep Kaur® Amandeep Kaur?
Department of Computer Science & Engineering Department of Computer Science & Engineering
Chandigarh University Chandigarh University
Gharuan, Punjab — India Gharuan, Punjab — India

Abstract: In field of watermarking, as the development in computer network is increasing day by day and multimedia
technology, digital information such as image, video, audio or text are to be stored, transmitted and distributed through
internet without any loss or damage of data. This work represents the Hybrid DWT-SVD technique with the entropy concept.
The idea behind the proposed technique is based on fusing multiple watermark images using wavelet fusion algorithm.
Original image is initially divided into blocks. Then blocks of high entropy are selected for embedding fused watermark in
original image. That fused watermark is to be embedded in high entropy areas of image using Hybrid DWT-SVD Technique.
The performance of proposed technique is evaluated and comparative analysis is done between Hybrid DWT-SVD and
Hybrid DWT-SVD with entropy concept. The experimental results verify and prove that Hybrid DWT-SVD technique with
entropy concept is an efficient algorithm for fusing multiple watermarks. Proposed technique is more robust than previous
existing techniques. The results prove that proposed watermarking technique improves both capacity of embedded
information and robustness without affecting the perceptual quality of original images as well as fused watermarks. Indeed,

extraction of fused watermarks is also possible.

Keywords: Digital Watermarking, Digital hiding, DWT (Discrete Wavelet Transformation), SVD (Singular Value
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l. INTRODUCTION

Digital Image processing is a technique which contains image data to be scanned and calculated. The image processing
have digital image processing, indexing of images, scanning the digital edition of image processing, service evaluation of the
image using the latest technology. Digital media technology has a wide range of Internet as well as wireless applications.
However, the distribution and use of multimedia data is faster and easier with success of the Internet. A digital image is a image
of a 2-D representation, as the resolution of the image is fixed. It can be vector type or can be the frame type. A digital
watermark is a type of brand that can be integrated into the signal is noise tolerant as audio, video, image, etc. Basically, the
process of watermarking is to hide information in digital carrier signal, but it does not contain relationship with the carrier
signals. There are three basic types of specifications in the watermarking system that is imperceptible, robustness and capacity.
The watermarking technique consists of three steps which are embedding, attack and extraction process. Embedding is an
algorithm which accepts the host and does integration of data, and produces a signal which is watermarked. Then, the digital
signal includes transmitted watermark to any other person or stored. Attack is that condition when unauthorized person
attempting to make changes. Extraction is an algorithm which can be applied to the signal which is attacked to attempt to
extracting the original watermark from it. If that signal has been altered in process of transmission unmodified, then the
watermark will be still present and that could be extracted further in process. Research in this field of digital watermarking has
growing up to gain momentum in previous time. Many other methods have been proposed in previous years in different-2 media
types like audio, image, video and text. In that work, a hybrid watermarking for digital image’s algorithm with the concept of
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entropy increased the imperceptibility and robustness of watermarked image as well as original image. This algorithm made
usage of two most efficient mathematical transforms: SVD and DWT with the concept of Entropy. These two techniques are
merged to gain attractive features like DWT in spatial frequency localization or keep compact in capture in case of features
which are semi-global and in case of SVD, the information data in field of images from components in SVD. Entropy term is

used to measure the unpredictability in content of information.
Il. METHODOLOGY
The steps of methodology are following:
1. Calculate Entropy of entire image.
2. Select high entropy areas of that image by using thresholding value.
3. Fusion of Primary and Secondary watermark by Wavelet Fusion method.
4. Watermark embedding in high entropy areas of image.
5. Use hybrid DWT-SVD technique on selected pixels of image.
6. Comparison of results with existing techniques.
1. Step: Calculate Entropy of entire Image
o Initially image is acquired.
o In Pre-processing, RGB image need to be converted in grey scale whereas grey-scale image is taken as such.
o That image is divided in blocks of 8*8.
o Then entropy is calculated of every block of image by following formula.
E=) P Log 2(P)
2. Step: Select high entropy areas of that image by using thresholding value.
. The Threshold value is set as the mean of entropy value of entire image.

o Then only those blocks are selected whose values are more than threshold value. These blocks are considered as high

entropy blocks.
. The blocks lower than threshold values are neglected .we have to embed watermark only in high entropy blocks.

3. Step: Fusion of Primary and Secondary watermark by Wavelet Fusion method.

Two watermarks are acquired where one is primary watermark and other is considered as secondary watermark.

Both the watermarks are fused in one another by using wavelet fusion method.

Primary Watermark Secondary Watermark

[ Fusion ]4_

Figure 1 Wavelet Fusion
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4. Step: Watermark embedding in high entropy areas of image.

. Fused watermark is to be embedded in high entropy blocks of an image.
. Watermark does not affect the low entropy blocks of an image.
. Multiple watermarks are fused by wavelet fusion method.

5. Step: use Hybrid DWT-SVD on selected pixels.

Figure2 Methodology

6. Step: Comparison of results with existing techniques.

Select Digital Divide image into 8*8 Select High Entropy
image > pixels > areas of Image
A 4
Watermarked image < Apply DWT SVD | Watermark embedding
technique
A
Primary watermark > Fusion <

Secondary watermark

e Comparison of PSNR and MSE values between proposed technique and existing techniques are shown in tables.

e Comparison between BER (Bit Error Rate) is measured and compared with existing techniques.

I11. RESULTS

Many methods have been used to embed watermark in original image. As | have used only high entropy areas of image for

embedding. As shown following, initially original image is selected and then primary and secondary watermark has been

selected and then that fused watermark is embedded in original image. After that extraction process is done. Then resulted

values are compared with previous techniques as shown in figures.

Sebect Original Image i
- < MATLAB » Thess Code2 v Thess Code 2 - [op | [ Search £
O Hew fokder =~ 0l @&
o Recovery @) _
Fille neme: - [ i)
Open | [ cCancel
! Editor - CAMATLAB\Thesis Code 2\Thesis Code 2\WatermarkEmbedding.m.
 select Primary Watermark Image =)
)<l « < g ||| Search Thesss Code 2
G@) MATLAB » Thesis Code2 » Thesis Code2 [4][s esis Code o
Organize v Newfolder =~ 0 @
s - [Ciee) -

© 2014, IJARCSMS All Rights Reserved

Crignal Image

N

select Primary Watermark image -
(Do « MATLAB » Thess Code2 » Thess Code2 v 4 5
Organee v New fokler = @ |
B Downioads .
. Recent Places
Jab Tak Hai Jsen cu
24 Libraries
& Apps cameramen lena iogol
v | Cdeg)
Open v [ Canca |
I B figure L =i ]
File Edit View Inset Tooks Desktop Windew Help >
Nods kB ATV EL- A 03 =D

Fused

Primary

Watermarked Imsge

ﬂ

ISSN: 2321-7782 (Online)

72| Page



Ramandeep et al.

International Journal of Advance Research in Computer Science and Management Studies

Volume 2, Issue 10, October 2014 pg. 70-76

g g e | g e s g e
! Select Watenrarked Iisage =
'CJ'\;' [ = MATLAB » Thesss Code2 » Thess Code 2 [y || Search Thesis God. 2]

=+ [ @

Crgange = Hew fokder

b Jab Tok Haieen (2| o Wotermark Frirary Sazondary
Wialermark Watermark

4 Librarizs
& Apps
 Documents
o Musie
Il Pictures

B video:

[ [
File name - [tgna

W Favorites s

B Desktop A \
& Downioads b cu A
£ Rocent Maces

o o [ o |

‘Watarmarked
Image

B rigure 2

o)

File Edit View Insat Tocks Desktop Window Help >

DEda | kAN LL- A0 =D

- e BIMAGEL .
) WIMAGE 2 i
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Techniques PSNR MSE BER
Hybrid DWT-SVD 64.31 0.0325 0.0138
Proposed Technique 73.70 0.0028 0.0136

Table 1 Comparison of Proposed Technique with Hybrid DWT-SVD technique on cameraman image

Images PSNR MSE BER
73.70 0.0028 0.0316
85.13 0.00 0.01
A
70.81 0.01 0.01
”~ A'\
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1VV. CONCLUSION

Research in this field of digital watermarking has growing up to gain momentum in previous time. Many other methods
have been proposed in previous years in different-2 media types like audio, image, video and text. In that work, a hybrid
watermarking for digital image’s algorithm with the concept of entropy increased the imperceptibility and robustness of
watermarked image as well as original image. This algorithm made usage of two most efficient mathematical transforms: SVD
and DWT with the concept of Entropy. These two techniques are merged to gain attractive features like DWT in spatial
frequency localization or keep compact in capture in case of features which are semi-global and in case of SVD, the
information data in field of images from components in SVD. Results in tables proved the complexity and effectiveness of this
method as regards with watermarking requirements like robustness and imperceptibility. A hybrid image watermarking
technique with the concept of entropy is proposed and evaluated using several test images as shown in table 4.2. In the proposed
technique, two watermark images whereas one is taken as primary watermark and other is secondary watermark are first fused
then the fused watermark is embedded using the hybrid DWT —-SVD watermarking algorithm with entropy concept means
embedding of fused watermark is not performed on entire image. Only high entropy blocks are selected for embedding fused
watermark and after that fused watermark has extracted. The final results proved that proposed algorithm achieves higher
degree of capacity and robustness than traditional image watermarking algorithms with improved image perceptual quality.
Also, the proposed technique using the hybrid DWT-SVD watermarking algorithm is suitable for the extraction of the fused
watermarks. So, the proposed technique in image watermarking is used in different applications. The proposed technique also

shows that the wavelet fusion can be used to embed multiple images in the watermarking system.
V. FUTURE SCOPE

In this work, all criteria have been performed on image only. In this work, hybrid DWT-SVD technique is used to embed
fused watermark images whereas one is primary watermark and other is secondary watermark with the concept of entropy in
which entire image has not been used, only few blocks which contains high entropy has been used for the purpose to embedding
the fused watermark. In future, this hybrid DWT-SVD with concept of entropy can be even used in videos also. This technique

has performed on 2-D images yet, so it can be used in 3-D Images also.
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