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Abstract: E-Commerce evolved as a significant Business-to-Business (B2B), Business-to-Customer (B2C) marketing and 

selling approach. It provides many advantages over traditional retail sales such as geographical limitations, lower cost, fast 

go-to-market time, target direct customers, and wider reachability to customers. With digital transformation, pharmaceutical 

companies are taking a step back and revisiting everything they do, from internal systems to customer interactions both 

online and in person.  E-Commerce are in many different formats such as branded website, mobile app, marketplaces like 

Amazon and eBay, and social media platforms like Facebook Marketplace, Instagram Shoppable Ads, and Pinterest Buyable 

Pins. Most of social media platforms have their own marketplace where traders can sell products directly to customer 

without following required guideline and mandate. These platforms do not have effective mechanisms to validate product 

source and authenticity. Criminals and counterfeiter take it as an opportunity to sell fake drugs to customer by offering 

attractive price and dispensing without doctors’ prescriptions. Drug counterfeiters use many online tools to locate their 

customers based on online search history, trends, and health conditions. There is a need of powerful regulation on 

pharmaceutical sales in social media and dark web which can impose strong penalties on criminals and counterfeiters. 

Objective: This study intends to empirically assess the impact of online drug trade and its impact on pharmaceutical supply 

chain. 

Keywords: Online sales, E-Commerce, Dark-web, Pharma supply chain, Logistics, Digital Traceability, Blockchain, 

Counterfeit drugs. 

I. INTRODUCTION 

As per Datareportal report [1], total 5 billion people around the world use the internet today – which is 63 percent of the 

world’s total population. Internet users continue to grow too, with the latest data indicating that the world’s connected 

population grew by almost 200 million in the 12 months to April 2022. Internet users continue to grow at an annual rate of more 

than 4 percent, and current trends suggest that two-thirds of the world’s population should be online by the middle of 2023. 

With the ease of internet accessibility, people are using different websites, social media platforms to search medicine and 

compare sales price. Most of drugs offered on in internet and social media platforms on attractive prices are not authentic as 

traceability of product source is very difficult and sellers may not be authorized to sale these medicines.  

In 2011 the World Economic Forum reported that online sales represent 7 – 10% of the global economy. [2] Counterfeit 

drugs are products deliberately and fraudulently produced and/or mislabeled with respect to identity and/or source to make it 

appear to be a genuine product [3], [4]. 

It has been observed that pharmaceutical counterfeiting is increasing year over year globally and creating an alarming 

situation. [6] 

http://www.ijarcsms.com/
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The Drug Enforcement Administration official reported in December 2021 that 4 out of every 10 pills with Fentanyl 

contain a potentially lethal dose [7]. Criminals and drug trafficker produce mass quantities of counterfeit drugs and supply them 

through illegal network and online marketing. 

Following table summarized the negative economic impacts faced by the healthcare sector due counterfeit and illicit drugs. 

To assess the precise size of counterfeit drug market, four potential scenarios are evaluated that are associated with an estimated 

global counterfeit drug market of $100 billion, $200 billion, $300 billion, and $431 billion, respectively. (Henry I. Miller & 

Waye Winegarden, 2020) [8]. 

Summary of Annual Economic Costs Due to Counterfeit Drugs 

  

ESTIMATED SIZE OF GLOBAL COUNTERFEIT DRUG SALES 

$100 BILLION $200 BILLION $300 BILLION $431 BILLION 

Lost R&D Revenue (billions) $17.00  $34.00  $51.00  $73.30  

Lost Number of New Drugs 6 13 19 28 

Lost Revenue to U.S. Industry (billions) $37.60  $75.20  $112.80  $162.10  

Lost U.S. Output (billions) $82.00  $163.90  $245.90  $353.30  

Lost Federal and State Tax Revenue (billions)  $4.50  $9.00  $13.60  $19.50  

Lost U.S. Jobs 57,495 114,990 172,485 247,803 
 

Most of young generation use internet for social media platforms, chatting and online shopping including purchasing 

medications. Most of social media platforms, search engines and other online sites use the algorithmic systems that track all 

activity and access browsing history. It uses users all data, including visited web pages, time spend on page, watched videos or 

clips etc. and propose list of similar products. Artificial intelligence-based algorithms application collects all content search by 

similar users or current users historical data, suggest a custom-made list and influenced users mind to take decision. Criminals 

use some unsolicited social media platforms to mislead user to sell fake products by advertising attractive price, fast delivery, 

and additional gifts. These advertisements are not credible and sometime ended up as phishing or scams.  Initially users are 

unaffected by these advertisements and when they actively search medication, platform will deliver more drug-related ads, 

pages, and hashtags to a user’s feed, further enabling the illicit activity. 

Social media has given a perfect opportunity to drug dealers for supplying illicit drugs through online purchasing. The sale 

of counterfeit and illicit drugs in social media is serious problem for pharmaceutical industries. Policymakers also raised 

concern of potential risk of online medicine sales time to time. Since several years, top executive and CEOs of social media 

platform have been testifying in Senate/House on their actions to prevent their platforms from spreading misinformation, 

criminal activities, mitigating the risk of counterfeit and illicit drugs which violates FDA’s compliance. All the instances, 

executives and CEOs pledges to take preventive measures but over the time they failed to implement it.  
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II. INCREASING ONLINE DRUG SALES TREND (SOURCE STATISTA) 

Figure 1.  

 

 

On April 27, 2021, the Senate Privacy, Technology, and the Law Subcommittee of the Senate Judiciary Committee held a 

hearing entitled Algorithms and Amplification: How Social Media Platforms’ Design Choices Shape our Discourse and 

Our Minds. The hearing was mainly concern on the role that algorithms played in fueling misinformation which led to the 

attack on the United States Capitol on January 6, 2021. On March 25, 2021, a joint hearing on disinformation and the role of 

social media was held by the Energy and Commerce Subcommittee on Communications and Technology and the Subcommittee 

on Consumer Protection and Commerce [10]. During this hearing, Committee members questioned the CEOs of Facebook, 

Twitter, and Google, highlighting the need for content moderation along with ending the sale of illegal drugs on the platforms. 

[11] 

Vienna-based International Narcotics Control Board (INCB) says in its Annual Report 2011 [12] that illegal and 

unsolicited Internet pharmacies are exploiting social media to get customers for their websites and putting young population on 

potential threat of dangerous products, given that the World Health Organization has found that over half of the medicines from 

illegal Internet pharmacies are counterfeit.  Key aspects of illegal Internet pharmacies' activities include diversion of drugs 

intended for other market, finding dark-web space, and hosting their advertisement in websites which does not validate drug 

sourcing and sellers license and other authenticity. 

INCB is calling on Governments to close illegal Internet pharmacies and to seize substances which have been illicitly 

ordered on the Internet and smuggled through the mail. 

In July 2020, the ASOP (Alliance for Saft Online Pharmacies) held a national poll of 1500 American consumer about 

perception of Online Pharmacies [13]. It is found that majority of American consumers buying medication online for 

convenience and cost. Most of consumers did not have knowledge about potential danger of counterfeit medicine. Doctors’ 

nurses and other healthcare professionals also do not educate patients about potential threat of health risk of getting medicine 

online. ASOP survey found that: [13] 

 6 in 10 Americans are on a prescription medication, with half taking 3 drugs or more a day.  

 35% of Americans have now reported using an online pharmacy to buy medication for themselves or someone in their 

care, up from just 1 in 4 from a 2013 survey by the U.S. Food and Drug Administration.  

https://energycommerce.house.gov/committee-activity/hearings/hearing-on-disinformation-nation-social-medias-role-in-promoting
https://energycommerce.house.gov/committee-activity/hearings/hearing-on-disinformation-nation-social-medias-role-in-promoting


Shambhu et al.,                                                International Journal of Advance Research in Computer Science and Management Studies 

                                                                                                                                                   Volume 10, Issue 5, May 2022 pg. 15-20 

 © 2022, IJARCSMS All Rights Reserved          ISSN: 2321-7782 (Online)       Impact Factor: 7.529      ISSN: 2347-1778 (Print)       18 | P a g e  

 4 in 10 Americans who are on 3+ prescription medications have purchased medications from an online pharmacy – 

more than 3 times those who are not taking a prescription drug daily.  

 16% of Americans say that their purchasing of prescription-only medications over the internet has increased in the past 

year.  

 Across all demographics, the decision to purchase prescription medications from an online pharmacy is driven 

primarily by convenience (62%) and cost (56%). 

Survey also indicated that major American population buying medicine due to comfort level and Cost benefit. 2020 survey 

results shows that 82% Indiana residents were comfortable purchasing medicine online which was significantly increased from 

55% in 2017. Indiana say convenience (20% in 2017 and 52% in 2020) and cost (42% in 2017 to 67% in 2020) are the driving 

factors for their decision to purchase medication online. 

III. COVID-19 PANDEMIC FACTOR 

Covid-19 also played a major role to accelerate the already growing online pharmacy sales. ASOP survey indicated that 

[13]:  

● Of those consumers who have bought prescription medication online, 31% did so for the first time this year because of 

the pandemic.  

● Consumer intent to shop online will continue to increase even after the COVID-19 crisis abates.72% of survey 

respondents who have used an online pharmacy in the pandemic say they will continue to do so.  

● COVID-19 has impacted 16% of Americans’ ability to access medication for themselves or a family member, either 

because of decreased access to physicians/doctors and pharmacies (closures) or through deteriorating finances and 

insurance loss by way of job loss.  

● 1 in 3 Americans have increased their use of the internet for healthcare-related services in the past year.  

● Higher-income, more educated, and younger consumers are more likely to buy goods – including medicine – online. 

IV. FDA GUIDELINES FOR INTERNET/SOCIAL MEDIA PLATFORMS 

In 2014, FDA drafted guidelines for internet and social media platforms to assess the present risk and benefit information 

for prescription drugs and medical devices. When using Internet/social media platforms with character space limitations for 

product promotion, firms should consider the following provisions: [14] Section IV discusses general factors that firms should 

consider in the communication of benefit information on Internet/social media platforms with character space limitations, which 

directly impacts the communication of risk information. Section V explains in detail the factors that FDA considers in the 

disclosure of risk information on Internet/social media platforms with character space limitations. Section VI provides firms 

with additional recommendations for the inclusion of other product information (including certain required product information 

other than risk/benefit information, as applicable) on Internet/social media platforms with character space limitations. 

V. GLOBAL COORDINATED COMBAT AGAINST FAKE ONLINE PHARMACIES 

In June 2021, Interpol reported that under coordinated operation by police, health regulatory agency of 92 countries seized 

113,200 weblinks, websites and online pharmacy. [15] UK itself seize 3 million fake medicines and devices worth 13 million 

USD. More then half medicine sized during operation were fake and illicit Covid-19 test kits. 

On same month 23, June 2021, United States Drug Enforcement Administration announced a advisory of Deadly 

Counterfeit Drugs on Social Media. [16] The DEA Washington Division have found over one in every four pills (26%) to 

contain a deadly amount of fentanyl. These fake pills, loaded with the synthetic opioid fentanyl, and made to look exactly like 
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actual pharmaceuticals. The DEA says it’s working with social media companies and on the Dark-Web to help catch those using 

these methods to sell drugs.  

Facebook also updated it policy on August 25, 2021, and implemented pre-approval requirements for telehealth providers, 

pharmaceutical manufacturers and online pharmacies for using Facebook platform for advertisement. Advertisers have to 

present a written certification from LegitScript, a third-party certification provider, prior to running ads on the platform. 

Pharmaceutical manufacturers will not be subject to the LegitScript certification process, but will be required to go through 

Facebook’s pre-approval process prior to running ads. 

The company is restricting advertising on its platform to advertisers that fall into one of the following three categories: 

online pharmacies, telehealth providers, and pharmaceutical manufacturers. The advertisers may only promote their products in 

the United States, Canada, or New Zealand, and the ads must not target individuals under the age of 18. 

VI. CONCLUSION 

Evolution of technologies and increased globalization of pharmaceuticals trade benefited global healthcare industries. Now 

people have greater accessibility of critical medicine and can buy them from trusted source.  It is also giving an opportunity to 

counterfeiters and illegal drug traders to sell medicine through social media platforms and dark-web sites. There are multiple 

factors which attract people towards online medicine purchase such as geographical limitations, lower cost, fast go-to-market 

time, target direct customers, and wider reachability to customers. 

Agencies should conduct research to investigate the reason behind purchasing medication online (education level, 

awareness, age, economic conditions etc.). Findings from this work would be useful to create solutions to deter consumers from 

making questionable purchases or inform them of the risks available. Future research could also focus on examining how new 

and existing technologies can be utilized to help protect patients from online [17]. Some pilot projects are going on to assess 

blockchain technologies if they can completely mitigate the risk of counterfeit or illicit drugs from the supply chain. In the age 

of e-commerce, criminals are exploiting social media platform, online websites and dark web to advertise their potentially 

dangerous counterfeit medicines.  These criminals try to find loopholes and flaws in existing systems and technologies, to use 

for their advantage for profit. 

Regulatory agency must implement strict regulation and impose imprisonment and heavy penalties for counterfeiting and 

supplying medicines. There must be a centralized monitoring agency who should review the social media policies and their 

content to allow online pharmacy to sell medicine in their platform. Social media companies also jointly effort to curtail 

potential counterfeiters to exploit their platforms for fake medicine with attractive prices and risk peoples health.  
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