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Abstract: The purpose of this paper is to focus on the need of Digital traceability of pharmaceutical drugs in the supply 

chain so that it can ensure the optimal safety of public health. Supply chain process in the pharmaceutical industry is a 

critical part. It secures medicine authenticity by mitigating the risk of counterfeit drugs supply, shortage of authentic drugs 

in the market.  

This paper makes an honest attempt to assess the need for digital traceability in the pharma supply chain due to potential 

threat of counterfeit and illicit drugs. This perspective highlights the need for implementing blockchain traceability 

technology for secure track and trace systems. It further explains the advantages of implementing digital traceability with 

blockchain technology, in the area of pharma supply chain and how vital it is for future adoption.   

Objective: This study intends to empirically examine the need for digital traceability of drugs in the global supply chain. 

Keywords: Pharma supply chain, Logistics, Digital Traceability, Blockchain, Counterfeit drugs, falsified, pharmaceutical 

industry, Food and Drug Administration, World Health Organization. 

I. INTRODUCTION 

In today’s era, digital transformation is changing the way business gets done and, in some cases, creating entirely new 

classes of businesses. With digital transformation, pharmaceutical companies are taking a step back and revisiting everything 

they do, from internal systems to customer interactions both online and in person.  Digital transformations in pharmaceutical 

industries have reshaped how companies approach customer service and supply chain operations.  

The tracing of pharmaceutical drugs to improve the visibility throughout the pharmaceutical supply chain is not a new 

concept. Turkey introduced serialization requirements in 2010 and other markets such as China, South Korea have regulations 

in place. Since last decade, China has required all the supply chain partners involved in the drugs distribution to record 

information of individual drug units in a traceability system. The importance of drug traceability has been increasingly 

emphasized and mandated by several countries across the world. The US regulatory body Drug Supply Chain Security Act 

(DSCSA) has outlined steps to achieve interoperable, electronic tracing of products at the package level to identify and trace 

certain prescription drugs as they are distributed in the United States. [4].  

The European Union has introduced their Falsified Medicine Directive (EU-FMD) in February 2019 to digitally trace each 

unit of medicine and counter illicit drugs in the European market.[5] Therefore Government and regulatory bodies are making 

drug traceability an integral part of supply chain to establish authenticity and mitigate the risk of counterfeit product through 

digital drug verification. 

 

http://www.ijarcsms.com/
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II. NEED OF DIGITAL PHARMACEUTICAL DRUG TRACEABILITY AND VERIFICATION IN SUPPLY CHAIN   

Counterfeit drugs are products deliberately and fraudulently produced and/or mislabeled with respect to identity and/or 

source to make it appear to be a genuine product [1], [2]. World Health Organization (WHO) has estimated that 1 in 10 drugs in 

low to middle income countries (particularly Southeast Asia and Africa) is falsified or substandard during market circulation. 

[3] In December 2021, WHO published medical alerts referring to several batches Soliris (Eculizumab - used to treat Atypical 

Hemolytic Uremic Syndrome) identified in Argentina, Estonia, India and Uruguay between November and December 2021. The 

genuine manufacturer of Soliris, has confirmed that the products listed in this alert are falsified. The falsified products were 

reported at patient level and regulated supply chains in the above-mentioned countries.[6] 

Products subject of WHO Medical Product Alert N°9/2021 

Product Name SOLIRIS 300mg 

Stated manufacturer ALEXION 

Lot 1012401 1013715 1001600 1001701 

Expiry date 

SEP 22 FEB 22 MAR 

2023 

MAR 

2023 

Packaging Language 
Spanish Spanish English Turkish 

Identified in 

Argentina, 

Uruguay 

Uruguay Estonia India 

 

The Drug Enforcement Administration official reported in December 2021 that 4 out of every 10 pills with Fentanyl 

contain a potentially lethal dose [7]. Criminals and drug trafficker produce mass quantities of counterfeit drugs and supply them 

through illegal network and online marketing. The rate of counterfeit drug production has increased due to the disruption that 

COVID-19 has caused to all supply chains, a lack of business resilience, and the rapid misuse of technologies [8] 

Implementing Digital traceability of pharmaceutical drugs in supply chain has been proving a very impactful process to 

minimize the risk of counterfeit and illicit drugs in the market. Venhuis et al. [9] suggested using unique 2D barcodes on all 

medication packages to simplify the scanning and reveal the history and other critical information related to the medications. 

Klein and Stolk [10] highlighted another type of barcode known as a 2D data matrix, which can capture electronically encoded 

information, such as manufacturer ID, product ID, or a unique ID used commonly on drug packages. Since 2018, it has been 

noticed that Government regulatory bodies and stakeholders of pharmaceutical supply chain become more vigilant on suspected 

and counterfeit drugs. European Union have achieved to minimized suspected product alerts due to regressive digital 

verification and validation process in entire supply chain. 

III. DIGITAL DRUG TRACEABILITY AND VERIFICATION – REGULATORY COMPLIANCE  

Pharmaceutical market is very attractive to illicit drug trafficker due to higher profit. Some criminals diverted legitimated 

or substandard drugs from other countries through illegal channels. 

Negative economic impacts faced by the healthcare sector due counterfeit and illicit drugs. The illegal drug trade reduces 

the health sector’s revenue and capacity to expend on pharmaceutical research and innovation and economic growth. It also 

forces pharmaceutical manufacturers to reduce their human capital which causes loss of high paying jobs. To assess the precise 

size of counterfeit drug market, four potential scenarios are evaluated that are associated with an estimated global counterfeit 

drug market of $100 billion, $200 billion, $300 billion, and $431 billion, respectively. (Henry I. Miller & Waye Winegarden, 

2020) [11] 

In recent years regulatory bodies has recommended to use following digital traceability systems in supply chain to prevent 

counterfeit and suspect product from circulate in the market. 
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 Digital Drug Traceability in European Union  

The EU’s Falsified Medicines Directive (Digital traceability) was implemented on 9th February 2019. As per regulation 

every prescribed drug individual unit must have 2D barcode with human readable code having the traditional batch number, 

expiry date, the product code, a unique serial number, and an anti-tamper device. [5].  

EU has released their centralized cloud system EMVS (European medicine Verification System) at union level and NMVS 

(National Medicine Verification System) at country level. Every product brand owner must register themselves with NMVS to 

submit individual packs unique serial number which they intended to sale in EU countries. [12].  

The verification of the unique identifiers of packs in a market takes place in the relevant national system (or repository). 

The EU Hub connects the national systems in order to make them interoperable. Pharmaceutical manufacturers have a secure 

connection to the EU Hub to upload unique identifier data to the national systems where the packs will be sold. Pharmacists and 

dispensers must integrate their system with their respective countries National Medicine Verification system (NMVS). 

Pharmacy or dispenser must digitally validate the authenticity of drug with NMVS system when supplying drugs to patients. 

[Figure 1.] This item-level digital traceability of serialization legislation represented a sea change for the entire pharmaceutical 

supply chain. 

Figure 1. 

 

 Digital Drug Traceability in United States -  

Initially in November 2018, DSCSA has enforced regulatory law for drug manufacturer to print product code, unique 

serial number, lot number and expiry date in prescribed drugs individual unit. Existing regulatory law of DSCSA is not 

sufficient to mitigate the risk of counterfeit drug in supply chain as it does not mandate for manufacturer to transfer product 

information to supply chain partners electronically nor wholesalers/distributors/dispensers require to verify product’s 

authenticity before supplying further. The FDA has directed following roadmap to mitigate digital traceability issues. 

 Interoperable Data Exchange for unit level traceability – Year, 2023 

The Regulatory body of United States have mandated Title II of DQSA, the Drug Supply Chain 

Security Act (DSCSA), outlines steps to achieve interoperable, electronic tracing of products at the 

package level to identify and trace certain prescription drugs as they are distributed in the United 

States. [13]. Under this provision, all trading partners including dispensers must verify a suspect or 
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illegitimate product identifier upon request from a trading partner, federal agency, or state agency 

or to submit a request for verification from a trading partner. All verification must be done at unit 

instead of lot level as unique serialized data printed over individual unit. 

Supply chain partners including dispensers and pharmacy must need to implement highly scalable 

and resilient solutions that can capture and store large volume of serialized product data as well as 

processes for matching, retrieving, authenticating, validating and exchanging the product 

information being requested—and for issuing a notification to trading partners within the 

mandated 24-hour response time if the product is determined to be illegitimate. 

 Verification Router Services (VRS) – Year 2023 

On September 24, 2019, FDA published the Wholesale Distributor Verification Requirement for 

Saleable Returned Drug Product—Compliance Policy 

This guidance addresses the readiness of wholesale distributors to comply with the requirement to 

verify the product identifier upon receipt of a returned product that the wholesale distributor intends 

to further distribute under section 582(c)(4)(D) of the FD&C Act. The requirement under section 

582(c)(4)(D) of the FD&C Act for wholesale distributors to verify saleable returned products prior to 

redistribution. 

DSCSA requires trading partners to exchange drug product tracing information when they take ownership of drugs, 

resulting in a tracing record that FDA and others can use to investigate suspect and illegitimate drugs. Under this act, wholesale 

distributors must have systems in place that will enable them to verify the product identifier, including the standardized 

numerical identifier, on each sealed homogeneous case of saleable returned product, or, if such product is not in a sealed 

homogeneous case, on each package of saleable returned product. A saleable returned product may not be further distributed by 

wholesaler/distributor until the product identifier is verified. The product should be managed as suspect product and keep as 

quarantine stock if the product identifier is not successfully verified. [14].  

Following Figure 2. explains the Verification Router Service process flow. 

Figure 2. 
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 Easiness of alerting adverse events with digital drug traceability. 

In recent years, some countries have made adverse event reporting obligatory to competent regulatory authorities. In 

Europe, Marketing and manufacturing authorization holders have obligations to report to European Medicine Agency (EMA) if 

they detect any (suspected) falsification of a centrally authorized medicine that could pose a risk to public health. The Brand 

owner of drug should also notify the National regulatory authorities. Wholesaler, distributors or dispensers who identify a 

counterfeit or suspected falsified medicine should liaise directly with the marketing and manufacturing authorization holders, to 

enable confirmatory testing of a sample of the suspicious units. If EMA noticed an adverse event  presents a serious risk to 

public health, national competent authorities inform each other through the rapid alert system. [15]. Following Figure 3. 

explains the European digital alerting process. 

Figure 3. 

 

IV. CONCLUSION 

The need to implement drug serialization for digital traceability comes because of multiple incidents of 

counterfeit/suspected drugs in the pharma field which poised serious threat to public health. Serialization has been proving a 

very productive regulation in combating counterfeiting drugs. New secure technologies bring new methods to identify and 

ensure the safety of drugs by implementing advanced temper proof packaging methods, digital verification, blockchain 

technology, different barcode prints, and holograms. International regulations and legislation tend to harmonize, and globally 

more counterfeit drug surveillance systems are active and functional. New drug serialization and traceability mechanisms were 

evaluated at the joint initiative of drug manufacturers, wholesale distributors and community pharmacists. Pharmaceutical 

industry is further trying to adopt new secure technologies like block chain in interoperable digital communications. 
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